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Introduction

This white paper provides information and resources to help you successfully deploy and configure
Microsoft Dynamics AX 2012 R2 Commerce Data Exchange. It addresses deployment planning,
hardware configuration, software installation, configuration, customization, best practices, monitoring,
and troubleshooting.

Commerce Data Exchange: Synch Service

Introduction and overview

Microsoft Dynamics AX for Retail Commerce Data Exchange: Synch Service is the integrated service
that periodically replicates data between the head office database and store databases, and among
store databases.

Synch Service aggregates data into the fewest packages possible and multicasts them, updating
multiple recipients with information such as price changes while minimizing network load.

Synch Service runs as a Microsoft Windows service that listens for incoming requests or packages. If
the service receives a read instruction, it connects to the source database, reads data, and stores the
data in a data package file. All data transfer requests, such as requests to send data to a store or
upload point of sale (POS) sales transactions, are initiated by Microsoft Dynamics AX for Retail
Scheduler, whereas Synch Service supplies the data transfer mechanism.

A package can contain data from more than one database table. After the requested data has been
read, what happens next depends on how your organization’s Synch Service instances are configured.

In a basic configuration, as described in Deployment topologies for Retail, Synch Service at the head
office takes data from Microsoft Dynamics AX, creates the data package, and sends it to the store.
Synch Service at the store then inserts the data in the appropriate database.

In a forwarder configuration, as described later in this document, Synch Service forwards the package
to another instance of Synch Service. The forwarder configuration is used for load balancing, resulting
in better performance and scalability.

You can also distribute the communication load at the head office by running multiple head office
instances of Synch Service. For more information about this configuration option, see the Advanced
installation options for Synch Service section.

The following table lists the subcomponents of Synch Service.

Subcomponent Description

Synch Service Synch Service (DBServer.exe) is the data replication service. It handles
data transfer between Retail databases at the head office and in the
stores.

Synch Service Settings Synch Service Settings (DBServerUtil.exe) is the configuration utility for

Synch Service. It starts the Synch Service Settings Wizard, where you
can enter information to configure an instance of Synch Service.

Synch Service Pack Viewer Pack Viewer (DDPackView.exe) is a tool for inspecting the data included
in the packages that Synch Service sends and receives.

Transaction Automation Client The Transaction Automation Client (TransAutomClient.dll) is a .NET
feature that manages communication between Microsoft Dynamics AX
and Synch Service.

Note: TransAutomClient.dll is a prerequisite for Retail Headquarters. This
means that Synch Service must be installed on all instances of
Application Object Server (AOS) and on each client computer, even if you
do not intend to use those particular instances of Synch Service.
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Deployment topology

The following diagram illustrates the deployment topology.

Dynamics AX Headquarter Environment

N
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Implementation planning

For information about planning, see the Microsoft Dynamics AX 2012 Implementation Planning Guide,
which provides guidance to system architects, consultants, and IT professionals involved with planning
a Microsoft Dynamics AX 2012 implementation. Topics include the Microsoft Dynamics AX 2012
architecture, implementation methodology, and hardware and software requirements and planning.
This document includes information for Microsoft Dynamics AX 2012 R2.

Hardware and software requirements

For information about system requirements, see Microsoft Dynamics AX 2012 System Requirements,
which provides information about the hardware and software requirements for Microsoft Dynamics AX
2012. Before installing Microsoft Dynamics AX, make sure that the system you are working with meets
or exceeds the minimum hardware and software requirements.
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Network configuration

To help secure communications between Microsoft Dynamics AX (at the head office) and retail
channels, a virtual private network or Internet Protocol security (IPsec) is required to help protect the
data being transmitted over the Internet, if the computers for the retail channel are not on the same
secure network as the server where Microsoft Dynamics AX is installed.

Configuring or bypassing IPsec

Synch Service requires a specific IPsec encryption and authentication configuration. The next section
provides instructions for setting up this minimum configuration. If you use another method to secure
data transport, such as a virtual private network (VPN), you can bypass the IPsec requirement for
Synch Service, as described in the Bypass the IPsec requirement (with a VPN) section.

Configure IPsec (no VPN)

This procedure must be completed on every computer where Synch Service is installed, including the
AOS computer and all Microsoft Dynamics AX client computers.

Note: On computers that are on a domain, domain policies override the local policies described in this
section. Consult the domain administrator to determine whether you have to complete this procedure.

1. Click Start > Administrative Tools > Local Security Policy. You can also open Local Security
Policy by typing secpol.msc in the search or Run box.

2. Right-click IP Security Policies on Local Computer, and then click Create IP Security Policy.

In the IP Security Policy Wizard, provide the requested information. On the Requests for Secure
Communication page, clear the Activate the default response rule check box. On the final
page of the wizard, select the Edit properties check box, and then click Finish.

4. In the Properties dialog box for the policy, clear the Use Add Wizard check box, and then click
Add.

5. In the New Rule Properties dialog box, on the IP Filter List tab, click Add.

6. In the IP Filter List dialog box, type a name for the filter, clear the Use Add Wizard check box,
and then follow these steps:

a. Click Add.
b. On the Addresses tab, select Any IP Address in both fields.

c. On the Protocol tab, select TCP, select From for any port, select To for this port, and then
type the port number that you specified as the server port for Synch Service communications.
By default, the port number is 16750.

d. On the Description tab, type a name for this filter, and then click OK.
e. Click OK twice to close the IP Filter List dialog box.
On the IP Filter List tab, select the new filter list.

8. In the New Rule Properties dialog box, on the Filter Action tab, clear the Use Add Wizard
check box, and then click Add.

9. In the New Filter Action Properties dialog box, follow these steps:
a. On the General tab, type a name for the filter action.

b. On the Security Methods tab, select Negotiate security, click Add, select Integrity and
encryption, and then click OK.

c. Click OK.

10. On the Filter Action tab, select the new filter action.
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11. In the New Rule Properties dialog box, on the Authentication Methods tab, click Add.
12. Select the authentication method to use, specify any required settings, and then click OK.

13. Select the new authentication method, click Move Up until the new method is at the top of the
list, and then click Close.

14. In the New IP Security Policy Property dialog box, click OK.

15. In the Local Security Policy console, right-click the new policy, and then click Assign.

Bypass the IPsec requirement (with a VPN)
If you use a method other than IPsec to help secure data transport, such as a VPN, you can bypass
the IPsec requirement in Synch Service.

1. In Microsoft Dynamics AX, click Retail > Setup > Retail scheduler > Channel integration >
Commerce Data Exchange: Synch Service profiles. Select the profile for which to bypass
IPsec, select Disable IPsec, and then click Close.

2. On the Synch Service computer, run Synch Service Settings (Start > All Programs > Microsoft
Dynamics AX 2012 > Commerce Data Exchange: Synch Service > Commerce Data
Exchange: Synch Service Settings) as an administrator, click Next until you reach the Synch
Service Properties page, select Disable IPsec, and then click Close.

Open the firewall

To establish communications between computers in the organization, you must open the firewall on
any computer where Synch Service is installed.

1. On the head office communications server, open the firewall to Synch Service.
2. On the store communications server, open the firewall to Synch Service.

For instructions, see the PCI Implementation Guide.

Install Synch Service

After you have downloaded a copy of Microsoft Dynamics AX 2012 R2 from the PartnerSource website
(logon required), follow these steps to install Synch Service. These steps must be repeated on all
computers on which the service needs to be installed.

1. Open the folder where you have downloaded Microsoft Dynamics AX 2012 R2.
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2. Right-click the setup file, and then click Run as administrator.

The Microsoft Dynamics AX 2012 R2 installation form opens.

44 Microsoft Dynamics AX 2012

4— Microsoft Dynamics ax 2012

welcome to Setup for Prepare
Microsoft Dynamics AX 2012, Yalidate system requirements
h ° Get new help content
For more information about View the Readme online
the options on the right, Read the Installation Guide online
pause on each one. Read the Upgrade Guide online

Browse the DVD

Install
Microsoft Dynamics A% components

Join the community
Micrasoft Dynarnics AX communities

ﬂ Exit

3. Under Install, click Microsoft Dynamics AX components to select the components to install.

The Microsoft Dynamics AX 2012 Setup wizard opens.

A4 Microsoft Dynamics® AX Setup

Welcome to Microsoft Dynamics® AX 2012 Setup

Setup will help you install Microsoft Dynamics A% components. We recommend that you
exit any programs that are currently running.
To continue, click Next

< Batl I et > I Cancel

4. Click Next to continue the installation.
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5. Click I accept the license terms to continue the installation.

Al Microsoft Dynamics® AX Setup

MICROSOFT SOFTWARE LICENSE TERMS -
MICROSOFT DVMAMICS Ax 2012 RZ
These license terms are an agreement (“agreement”) between Microsoft Corporation (or based on where you are
Incated, one of its affiliates) and you. Please read them. This agreement supersedes any license terms embedded in
the software, It applies to the software named abave, including the media on which you received it, if any, This
agreement also applies to any Microsoft

Updates,

supplements,

Internet-based services, and

support services
for this software, unless other terms accompany those items. IF so, those terms apply.
By installing, having installed, or using the software, you accept this agresment. If you do not accept this agreement,
do not install, have installed or use the software,
If wou camply with this agreement, you have the rights below,
1.

A Software. The saftware may includs
0 server software;
dient software that can be installed on devices andfor used with the server software;
additional compaonents that may be separately licensed; and
. any updates or supplements for the software.
b License Modsl, The software is licensed based on
. the number of instances of ERP solutions that yau run; =

1 accept the licenss terms Prink

& Idonaot accept the license terms

Online Help < Back. I ek > I Cancel

6. The next page provides options for adding and modifying components, and for removing
components. Select Add or modify components, and then click Next.

AX Setup

rosoft Dynal

& add or modify components

#dd o or more additional components ko this computer, or modify existing companents.
Use this option o add or remove Help languages.

" Remove components

Remave one ar more components From this computer. Select this option to remave specific AOS
instances.

Online Help cha | mes | Cancel
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7. Under Retail Components > Commerce Data Exchange, select Synch Service. When
installing at the head office, you should also select .NET Business Connector.

A4 Microsoft Dynamics® AX Setup

- [J Analysis Services configuration ﬂ Faor a Microsoft Dynamics AX syskem, we

= [J Client companents recommend that you install components in the
] et following sequence o minimize configuration
-~ [ ffice add-ins hanges:
- [JRemate Desktop Services integration 1. Databases

= [J Developer taols 2. Application Object Server

3. Client

- [ visual Studia Toals

[ Trace Parser

= ] Inteqration components

-~ [J'web services on 115

WMET Business Connector

- [ 5ynchronization praxy For Micrasaft Praject Server

O 5ynchronization service For Microsoft Project Server
o Management utilities

= [ Retail Companents

- [JRetail POS

- [JRetai Headquarters

= Commerce Data Exchangs
[] 5ynch Service:
[ Real-time Service

- [JRetail Store Database Lty
- CJRetail 50K

- JRetai Online Channel

- [] Rapidstart Connectar

(Kl

Help = Back I Mext = I Cancel

8. Prerequisite validation runs and checks that all the dependencies for installing the selected

components are met. If any errors are displayed, click the link to download and install the
prerequisites.

osoft Dynal

AX Setup [_[C]

FPrereguisite validetion results

The following prerequisites are required ko install the selected components. For more infarmation on a specific prerequisite, click
the link in the status calurn,

Prerequisite Status ¢ | Download | Configure | =
a' Wisual C++ 2010 Redistributable (x86) Error Link r
@' Wisual C++ 2010 Redistributable (x64) Error Link r
/| apomo MeT Success | Link
ASP.NET Success
Computer restart pending Success -
Total: 28 Erar: 2 Warning: 0 Success 26
Configure: Revalidate

Wigw repart
Wiew log file
Wigw log directory

Gnline Help < Back ek > Cancel
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9. Click Next. The Synch Service configuration page opens.

A Microsoft Dynamics® AX Setup

To create new databases and configure Windows services, you must be logged on with an account that has
the appropriate permissions. Refer to the Installation Guide for more information.

If you do not configure Synch Service during Setup, you must use the Synch Service Database Server Utilty to
confiqure it after installation,

' Configure Synch Service
Message Database

Server name: [ax-vma] |

Database name: [synchservicettsgos

L]

Synch Service user account

User name: [MyDomain\Username
Password: ] --------
—, Oniine Help < Back | Next > I Gancel

If you select the Configure Synch Service check box, you are required to create a message
database for Synch Service and specify an account to run it. Otherwise, you can use the Synch
Service Settings tool to do this after installation.

10. Enter information in the following fields.

Field Description

Server name The computer that hosts the SQL Server instance on which the Synch Service
message database is created.

Database name The name of the message database for Synch Service.

User name The user account to use to run Synch Service.

If Synch Service is installed at the head office, the account must be a valid
Microsoft Dynamics AX user. To check whether a domain account is a valid
Microsoft Dynamics AX user, go to System administration > Common >
Users > Users.

If Synch Service is set up to run on the retail channel side, use a valid user
account on the computer that runs the Synch Service instance. The account
that you select must have read and write permissions to the channel database.

Password The password for the user account.
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11. Click Next, and then follow the rest of the wizard pages to install Synch Service, create the
service, and create the message database.

A} Microsoft Dynamicsm AX Setup

Setup was completed successfully
Component Stalus
W Synch Service Installed
™ ©Open the log file when Setup doses Wiew lon file
™ Open summary report when Setup doses Yiew summary report
< Back I Finish I Canice!

Troubleshoot the installation

On the final page of the wizard, click the View log file link to see what happened during the
installation process.

The setup logs are located in a time-stamped folder that you can find under the Setup Logs folder
under the installation folder.

etup Logs -] |
@L),‘ - Local Disk {D:) = Microsoft Dynamics A% + 60 ~ Setup Logs - ~ & | Search Setup Logs 2]
Organize +  Includeinlibrary +  Sharewith v New Folder = - O @
o Favorss Nams © Date modified | rype ES | |
P Deskiop 2012-12-05 23-00-50 12/5/2012 11:04PM File Folder
& Downloads 2012-12-06 16-41-44 12/6/2012 4:51 PM File folder
il Recent Places Sqm 1252012 11:04FM  Fle folder
4 Libraries
5] Documents
& Music
&) Pictures
] videos
1M Computer

(w Local Disk (C:)
‘:\_-’ Lacal Disk (D)
4 * DVD Drive (E:) UIPSET

i Metwork

J 3 items
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Create an instance of Synch Service

If no service instances were created during installation, the Synch Service Settings tool can be used to
set up service instances and configure other properties of the service.

1.

Start the Synch Service Settings tool by clicking Start > All Programs > Microsoft Dynamics
AX 2012 > Commerce Data Exchange > Synch Service > Service Settings.

Note: Administrator privileges are needed to run the Synch Service Settings tool.

I@ Default Programs =
V) Helpdesk Swskem Information Colleckar, exe
{2 Internet Explorer (64-bit)
{2 Internet Explorer
i Microsoft Dyvnarnics &% 2012
l_-;—.?l Microsaft Firewall Client Management
E System Center 2012 Endpoint Protection
@l Windows Media Player
=1 windows Update
. Accessories
. Bdministr ative Tools
. HelpDesk,
. Maintenance
. Microsoft Dynamics A% 2012
43 Microsoft Dynamics A 2012 Debugger
.:?»! Microsoft Dynamics &x 2012 Trace Parse

, Commerce Data Exchange

i Pack Vigwer
44 Service Settings
J Retail Salt Utilicy
. Microsoft IT
. Microsoft Silverlight

. Microsoft Sitverlight 3 SDK hd|
L] Back
I Search programs and files [.‘]

When you start the tool, the following dialog box opens.

4iiCommerce Data Exchange Synch Service Settings

Register Synch Service service.
Here you can manage the Synch Services and client contrals,

Server Name: [HO-SC Add Bemove
All Servers:
[HO-PwD-SC [2HD] <0FF> Sl e
Hal ) U Start | Packet Viewer
Stop
Wiew license agreement I

cBoack [ Mews | | Clse | Heln
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The following table describes the controls that are available.

Control Description

Server Name The service instance that you are configuring.

Add Create a new instance by using the name entered in the Server Name field.

Remove Delete the instance entered in the Server Name field.

All Servers Display all existing service instances on the local computer. Select an instance to
configure it.

Start Start the selected service instance.

Stop Stop the selected service instance.

Packet Viewer Open Synch Service Pack Viewer.

View license agreement Display the applicable license information.

2. Click Add. The following dialog box opens.

Message database [ x|

Server name: I |

Database name:! I

(o] 4 I Cancel |

3. In the Server name field, enter the name of the computer that hosts the SQL Server instance on
which the Synch Service message database is created. In the Database name field, enter the
name of the Synch Service message database. Then click OK to create the message database.

The following dialog box opens.

Service accounk

User name: I |

Password: I

Confirm password; I

(o] 4 I Cancel

4. Configure the service account.

In this dialog box, you specify an account to run the Synch Service instance. If this instance of
Synch Service is installed at the head office, the user account must be a valid Microsoft Dynamics
AX user account.

5. Click OK to finish creating the service. The service is started by default.
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6. The newly created service appears in the left pane on the home screen of the Synch Service
Settings tool. Select the service.

Configure Synch Service settings
After you register a new Synch Service instance, follow these steps to configure it.

1. Select a specific Synch Service instance, and then click Next. The following configuration page for
the service opens.

4¢Commerce Data Exchange Synch Service Settings [<]
Service properties

Itis recomended thal the defaull values are used 1f another Synch Service
is tunring on the same computer you must specify different ports for this one:

Server Name: HG-5C
Packet Owner: HO-SC
Commerce Data Exchange Synch

Server Mode:

Senver Poit,

Telnet Port 23

< Back I Mext > I Close Help

2. Configure the properties of the selected instance of Synch Service.

The following table describes the controls that are available.

Control Description

Server Name The name of the selected service instance. This is a read-only field.

Packet Owner The name of the service that creates the data packages. This setting is
available only if 2nd Stage Commerce Data Exchange Synch Service
is selected in the Server Mode field.

Server Mode The mode that this instance of Synch Service is running in. If this instance
is a primary instance, select Commerce Data Exchange: Synch
Service.

If this instance is a forwarder instance, select 2nd Stage Commerce
Data Exchange Synch Service. For more information about forwarder
mode, see the Set up a forwarder instance of Synch Service section.

Server Port The listening port for Synch Service. This setting is not available for a
forwarder instance, because in that case, the service only forwards
packages. If you plan to run more than one instance of the service on the
same computer, you must change the port values so that they do not
conflict with other services.

Off Turn the server listening port on or off. (We do not recommend that you
turn the port off.)

Telnet Port The port used by the Synch Service Telnet interface. This feature lets you
use Telnet to monitor the status of Synch Service. If you also run a Telnet
server on the computer, assign the Synch Service Telnet interface to
another port to avoid conflicts.
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3. Click Next. The following configuration page opens.

4¢Commerce Data Exchange Synch Service Settings [<]

Synch Service specific properties
Fiead carefully the information about connection strings in the online help.
For other settings, default values can be used in most cases

Server Name: HG-5C

Working Directary: |I“/=3\Mlcrusolt Diyrarnics AxWE0M\Commerce Data Exel  Browse.

Daps Messages Exist. 100
Timer Interval: seconds

15
10

Limit Job Process [cnt]) 0'=MNa Limit

< Back I Mext > I Close Help

4. Configure the Synch Service connection, and how incoming and outgoing messages are handled.

On this page, you need to specify the path of the working directory that keeps temporary files.
This directory keeps queue files by default, and it keeps data package files if you select the Keep
Package Files check box in the Server debugging properties window.

Note: In the Working Directory field, %s typically corresponds to the directory
C:\Users\<username>\AppData\Local.

The following table describes the fields that are available.

Field Description

Server Name The name of the service instance that you are configuring.

Working Directory The path of the folder where Synch Service keeps temporary files and, if it
is configured to do so, package files. To change this path, click Browse.

Days Messages Exist The number of days to keep processed incoming or outgoing messages. If
you type a value of 0 in this field, messages are not deleted.

Timer Interval The interval at which Synch Service checks for packages that must be
reprocessed because of communication errors.

Limit Job Process (cnt) The maximum number of job records that Synch Service processes per
connection. The number should be set lower when the average package
size is high and higher when the average package size is low. To disable
the feature (not recommended), enter a value of 0.

This feature guarantees that Synch Service continues processing, even if
it has a heavy load that would typically cause it to stop responding. Also,
when this feature is on, if the first job record in the batch has an error,
the rest of the packages are skipped for the run.
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5. Click Next. The following configuration page opens.

4¢Commerce Data Exchange Synch Service Settings [<]

Synch Service Properties
Itis recomended that the default values are used

Server Name fpesc

Hold Convsctions:  |E

ideCom. Time: — [10 mindes  Fomu dfiempts: [1

Thiead Timeout  [1000  seconds  Lise Pracessar [<AllProcessorsr =
Mo Fouw Thisads: [20 Disable IPsee. r

Max Hop Counter:  [2 Prefer IPVE r

Socket Timeout: 120 seconds

Rietry interval: 300 seconds

Maximum retries: 100

< Back I Mext > I Close Help

6. Configure how connections are handled.

The following table describes the fields that are available.

Field Description

Server Name The name of the service instance that you are configuring.

Hold Connections The number of connections to the source database that Synch Service
should reserve.

Idle Conn. Time The number of idle minutes before the reserved connections time out and
are released.

Thread Timeout The number of seconds before threads used in connections to remote
locations time out.

Max. Forw. Threads The maximum number of threads that can be used concurrently to send
packages.
Max Hop Counter The maximum number of transfers, per package, between instances of

Synch Service. This setting prevents infinite loops that can result from a
misconfigured Synch Service instance.

Socket Timeout The number of seconds that Synch Service waits for the network to finish
a particular send or receive operation. To prevent Synch Service from
shutting down merely because it is waiting for the network, set this value
lower than the value in the Thread Timeout field.

Retry interval The interval before a failed connection is retried.

Maximum retries The number of attempts before Synch Service stops trying to perform an
operation on a package.

Forw. Attempts The maximum number of attempts that Synch Service makes to forward a
packet. This setting works only on a forwarder instance.

Use Processor The processor that the service should run on. If you want the operating
system to allocate processors based on need, select All Processors.
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Field Description

Disable IPsec Select this check box to bypass the IPsec requirements of Synch Service.
For more information, see the Bypass the IPsec requirement (with a VPN)
section.

Note: If the Disable IPsec check box is selected for a location in Retail
Scheduler, the Disable IPsec check box in Synch Service Settings should
be selected for all instances of Synch Service that are involved in
communication with that location.

Prefer IPV6 Use the IPv6 communication protocol, if it is enabled.

7. Click Next to go to the final page in the wizard.

Note: After creating and configuring an instance of Synch Service, you can verify its configuration
string in the registry, at
HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Dynamics\6.0\Retail
Store Connect\Servers\<InstanceName>.

Configure Synch Service logging

The final page in the Synch Service Settings wizard is critical in helping debug potential issues with
the service and message processing.

Use this page of the wizard to configure what information is logged for each package, and how log
files are handled.

AijCommerce Data Exchange Synch Service Settings [ %]

Server debugging properties
IF you want the server to log methods int a text file you should configure this
page. Othenwise pou should use the default settings.

Server Name: TEST
{esp Packags Fies [
Exception Dump r

Log/Dump Dir [za\Microsoft Dynamics AXNEDCommerce Dt Exchangs'e
Log Mods r ™ wiite to Windows event log

Max Lines / Logfile;  |100000

Log Levet T ¥ Evor [ Detai
[~ Main T Functions
[~ Actions

< Back I Finish I Close Help

The following table describes the fields that are available.

Field Description

Server Name The name of the service instance that you are configuring.

Keep Package Files A selected check box indicates that Synch Service does not delete the
temporary package files in the working directory. Do not leave this feature
enabled for long, because it could cause you to run out of disk space and
prevent Synch Service from operating correctly.

Exception Dump A selected check box indicates that a memory dump file is created if Synch
Service stops working suddenly.

Log/Dump Dir The folder where log files are saved. Confirm that the folder that you specify
actually exists.
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Field Description

Log Mode A selected check box indicates that Synch Service operations are logged as
specified by the Log Level setting.

Write to Windows event log A selected check box indicates that Synch Service writes the logging data to
the Windows event log.

Max Lines / Lodfile The maximum number of lines in each log file. Synch Service creates three
log files, rotating to the next log file when the maximum number of lines has
been reached. On startup, Synch Service makes a copy of the old log files by
appending .old to their names. This means that if the service has been set to
automatically restart on failure, the failure appears in the old log files.

Log Level The amount of error logging that takes place. Generally, the Error and Main
logging levels are sufficient, but greater detail might be helpful in some
cases. The following levels are available:

e Error - All errors reported from Synch Service are logged.
¢ Main - The main operations in Synch Service are logged.

e Actions - Detailed information about operations in Synch Service is
logged.

o Detail - Very detailed information about operations in Synch Service is
logged.

¢ Functions - Highly detailed and technical information about operations in
Synch Service is logged. (This option is intended for developer use only.)

Important: Logging as specified in the Log Level settings can take place
only if the Log Mode check box is selected.

Advanced installation options for Synch Service

The following sections describe several advanced deployment options. To distribute the load of Synch
Service, you can set up a forwarder instance of Synch Service.

Set up a forwarder instance of Synch Service

A second instance of Synch Service operating in forwarder mode can be used to reduce the processing
load on the primary Synch Service server. When your topology includes a forwarder, data packages
are cached in the database and working directory, where they are picked up by the forwarder and
transmitted to their destination. This might be desirable if the network route to a destination store is
slow, or if you want to multicast identical data packages to several stores, because it does not tie up
resources on the primary Synch Service instance. Forwarder is also known as Second Stage Synch
Service.

To use Synch Service in forwarder mode, you must run two instances of Synch Service at the head
office, one as the primary instance and the other as the secondary instance. Set up the forwarder
instance on a separate computer, and confirm that the message database where the incoming and
outgoing message tables are stored is accessible from there. Also confirm that the working folder is
accessible.
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The following diagram illustrates a forwarder configuration.

AT Frimary Forwarder Store
Synch Service Synch Service _| - Synch Service

|

Meszzge ¢ Ehared work
datsbase folder

The forwarder instance handles communication in only one direction, from the head office to the store
locations.

The name that you assign to the forwarder is the name that you use in the Database profiles form
to indicate which forwarder should handle a particular location. Use the following procedure to
configure a forwarder instance.

In Microsoft Dynamics AX, follow these steps:

1.

20

Open the Synch Service Profiles form. (Click Retail > Setup > Retail scheduler > Channel
integration > Commerce Data Exchange: Synch Service profiles.)

Create a new profile, specifying the Service name value in the following format:
<Forwarder service name>; <receiver service name>
This causes the forwarder to send packages to the listed receiver location.

Open the Database profiles form. (Click Retail > Setup > Retail scheduler > Channel
integration > Database profiles.)

In the Database profiles form for any store, in the Commerce Data Exchange: Synch Service
list, select the newly created profile.

Confirm that the user that Synch Service is running as has read/write permissions to the working
directory and its contents.

The following screenshot shows a sample profile setup for a forwarder in Microsoft Dynamics AX.

Service name: I HOQ-FWh-S0C, STORE-SC
Server name: I STORE—\-'M|

Port: ID—

Disable IPSec: r

Prefer IPvE: r

Timeout {seconds): I i]
Commerce Data Exchange: Real-time Service profile; I v|

Commerce Data Exchange: Synch Service upload options: I j

Note: The format of the Service name value is <Forwarder service name>; <Receiver service
name>.
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The server name specifies the computer that hosts the receiver.

After you complete the setup in Microsoft Dynamics AX, you can create and configure the Synch
Service instance in forwarder mode by using the Synch Service Settings tool. When you add a
forwarder instance, the following dialog boxes open consecutively.

1. In the Message database dialog box, assign the message database for the primary Synch
Service instance to the forwarder, because the forwarder reads from that message database the
location where data packages are temporarily stored.

Message database E3
Server name: I [

Database name: I

oK I Cancel |

2. In the Service account dialog box, specify an account for running this Synch Service instance.

Service account E
User name: I |
Password: I

Confirm password; I

Ok I Cancel

3. Select the forwarder instance, and then click Next.

A/iCommerce Data Exchange Synch Service Settings

Redgister Synch Service service.
Here pou can manage the Synch Services and clisnt controls.

Server Name: [HO-FWDSC A Remove

All Servers:

<[FF>
HE-5C[DD]<16750;>

Servic Tool
Start | Packet Viewer
Stap

Wiew license agreement

ciock [ Mets | Dl | Help
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4. On the next page, in the Server Mode field, select 2nd stage Commerce Data Exchange
Synch Service. Notice that the Server Port field is automatically disabled for editing, because in
forwarder mode, the Synch Service instance only forwards data packages to the destination.

In the Packet Owner field, provide the instance name of the primary Synch Service instance that
sends data packages to the forwarder.

4iiCommerce Data Exchange Synch Service Settings
Service properties

Itis recomended that the default valuss are used. |f anather Synch Service
iz IUnRing oh the same computer you must specify different ports for this ane.

Senver Mame: HO-FwD-5C
Packet Owner: HE-5C

Server Mode: 2nd St erce:
Server Port, 16750 aff
Telnet Part: 23

< Back I Mext > I Close Help

5. On the next page, specify a working directory for the forwarder.

AigCommerce Data Exchange Synch Service Settings [<]

Synch Service specific properties
Fiead carefully the information about connection strings in the online help.
For other settings, default values can be used in most cases

Server Name [EFwDsE

Waorking Directory: [ T0EX

Days Messages Exist, [100

Timer Intervak [5 ceconds
0

Limit Job Process [cnt]) 0'=MNa Limit

3 | Browse.

< Back I Mext > I Close Help
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6. On the next page, use the default settings if you are not sure what parameter values to use.

AigCommerce Data Exchange Synch Service Settings [<]

Synch Service Properties
Itis recomended that the default values are used

Server Hame [poFwDse

Hold Convsctions:  |E

ideCom. Time: — [10 mindes  Fomu dfiempts: [1

Thiead Timeout  [1000  seconds  Lise Pracessar [<AllProcessorsr =
Mas. Forw, Thisads:  [20 Disable [Psex r
2

Max. Hop Counter: Prefer IPVE u

Socket Timeout: 120 seconds
Rietry interval: 15 seconds
bl asimum retries: 100

< Back I Mext > I Close Help

7. Specify a log/dump directory, and select any other options that are needed.

4iiCommerce Data Exchange Synch Service Settings
Server debugging properties

If you want the server bo log methods into a text fils you should configure this
page. Othenwise you should use the default settings.

Server Name: HU-FwD-5C

Exception Dump

Log/Dump Dir: IZS\MiDrDSDI[ Dynarics 2560\ Commence Data Exchangeh?
Log Made I ™ Wwiite to Windows event lag
Iax Lines / Logfile: | 100000
gLt - ¥ Eror [ Deta
¥ Main [ Functions
I~ Actions

< Back I Finish I Close Help

Run multiple instances of Synch Service

Instead of using a forwarder instance, you can run additional primary instances of Synch Service as
needed at the head office. First, install and configure the new instance of Synch Service. When you
configure the new instance, use a different port humber, so that there is no conflict between
instances.
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The following diagram illustrates a configuration with multiple instances of Synch Service.

Eynch Service
Etore 1-50

[Hl

Synch Service 1 —I

Message

database

.

Synch Service 2
—‘ n..l_l_
o Synch Service
Message Store 51-100

databaze

In Microsoft Dynamics AX, configure the following profiles for each instance of Synch Service:

e A Synch Service profile (Retail > Setup > Retail scheduler > Channel integration >
Commerce Data Exchange: Synch Service profiles)

e An AOS profile (Retail > Setup > Retail scheduler > Channel integration > AOS profiles).
For each AOS profile, select a different Synch Service instance. The AOS profiles can use the same
AOS instance.

Next, create new distribution schedules (Retail > Periodic > Data distribution > Distribution
schedule). For example, create a distribution schedule to send items and prices to stores on the west
coast. Select a new AOS profile and select the distribution location list that represents stores on the
west coast. Add the A-1040 (products) and A-1020 (discounts) jobs to the distribution schedule.
Repeat this step for other regions.

Synch Service Pack Viewer

Pack Viewer is a tool that helps you to examine the data in the packages that Synch Service sends
and receives. A package can contain any of the following:

e The database query being used
e The data to insert
e Both the query and the data
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To start Pack Viewer, click Start > All Programs > Microsoft Dynamics AX 2012 > Commerce
Data Exchange > Synch Service > Pack Viewer.

J Microsoft Dynamics &x 2012
434 Microsoft Dynarnics A 2012 Debugger
.:'_::’ Microsoft Dynamics AX 2012 Trace Parse

, Commerce Data Exchange

. Swnch Service

i Pack vine

44 Service Settings
, Retail Salt Ukility

| Microsaft IT

J Microsoft Silverlight

| Microsaft Silverlight 3 SDK d|
1 Back
I Search programs and files !:]

Pack Viewer is a dialog box that looks as follows.

AdiiCommerce Data Exchange Synch Service Pack ¥iewer 5.2.158.0

File t t

ile to carwer S
E =it

Extract to folder #I

r Open Falder

Pack Viewer converts the package file from binary format into XML files that you can open in Notepad
or another text editor. There is one XML file for the header and one for each table included in the
package. The files are stored in a folder with the same name as the package.

Package files are available for viewing only if you specify in Synch Service Settings that they should be
saved.

Although you can save all packages as a message archive, doing so can consume disk space quickly.
Typically, you save packages and use Pack Viewer only as a troubleshooting measure, such as when
you are experiencing a synchronization or replication issue.

Save package files for viewing in Pack Viewer

To save and access Synch Service packages, you need to run Synch Service Settings as an
administrator. Select the appropriate instance of Synch Service to configure, and click through the
wizard to apply the following settings:

1. On the Commerce Data Exchange: Synch Service specific properties page, in the Working
Directory field, type the path of, or browse to, the folder where you want to save the packages.

2. On the Server debugging properties page, select the Keep Package Files check box, and then
click Finish.

For more information, see the Create an instance of Synch Service section.
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File formats

For the Synch Service instance that connects to Microsoft Dynamics AX, the following file formats are
used:

e For Aand N jobs:
e Incoming message - Temporary files with the suffix I
This indicates a database read request sent from Microsoft Dynamics AX to Synch Service.
e Outgoing message - Temporary files with the suffix R
This indicates a data package sent to Synch Service at the retail channel.
e For Pull jobs (P jobs) that receive retail transaction data from the channel:
¢ Incoming message - Temporary files with the suffix I
This indicates a data package sent from the channel.
e Outgoing message - Temporary files with the suffix I
This indicates a data package sent to Microsoft Dynamics AX.
Note: The temporary files have the same suffix, I.

To see the content in a data package by using Pack Viewer, you need to change the suffix from I to R;
otherwise, you receive an error message.

For the Synch Service instance that connects to the retail channel database, the following file formats
are used:

e For Aand N jobs:
¢ Incoming message - Temporary files with the suffix I
This indicates a data package sent from Synch Service at the head office.
e Outgoing message - Temporary files with the suffix I
This indicates data sent to be written into the channel database.

Note: To see the content in a data package by using Pack Viewer, you need to change the suffix
from I to R; otherwise, you receive an error message.

e For P jobs:
¢ Incoming message - Temporary files with the suffix I
This indicates a data upload request sent from Synch Service at the head office.
¢ Outgoing message - Temporary file with the suffix R

This indicates a data package sent to Synch Service at the head office.

Set up Retail Scheduler

Retail Scheduler coordinates communication between Microsoft Dynamics AX and stores. Use Retail
Scheduler to manage the distribution of data from the head office stores.

Jobs are used to distribute data to the locations. Jobs are made up of subjobs, which are specific
instructions for distributing data in selected tables and selected table fields. Each job has a location
filter, which is the set of distribution locations to which the data is distributed by the job. A distribution
location list is a group of distribution locations. For example, you can set up distribution location lists
per region or per time zone.

The distribution schedule is used to run the data transfer, either manually or by scheduling a batch job
in Microsoft Dynamics AX. A distribution schedule can be configured to contain one or more
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distribution location lists and one or more scheduler jobs. In other words, a distribution schedule can
send data to one or more regions, and it can send data for one or more tables. For more information
about distribution locations and the distribution schedule, see the Data distribution settings section.

Batch job

Distribution schedule

Scheduler job Distribution location list

Scheduler subjob

To run jobs, you must complete the following tasks:

Initialize jobs and subjobs.

Configure subjobs.

Configure jobs.

Set up distribution locations and distribution schedules.
Convert pre-actions to actions.

Run jobs or batches of jobs.

Scheduler jobs and subjobs

A scheduler subjob maps a source table to a destination table, including individual fields. For example,
a subjob specifies the Microsoft Dynamics AX table InventTable and the corresponding table
InventTable in the Retail POS database. The transfer field list specifies which fields from InventTable
are included.

A scheduler job is a grouping of related subjobs. For example, the A-1040 scheduler job contains all
subjobs that are related to times.

In Microsoft Dynamics AX for Retail, there are three types of jobs:

Action (A) jobs - A jobs send only changed data from Microsoft Dynamics AX to stores.

Normal (N) jobs - N jobs also send data from Microsoft Dynamics AX to stores. N jobs delete all
existing data in the destination tables and then insert the whole set of data.

Pull (P) jobs - Use P jobs to update the data in the Microsoft Dynamics AX database by pulling
data, such as sales and inventory transactions, from the stores.
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Initialize default jobs

Microsoft Dynamics AX for Retail comes with predefined scheduler jobs and subjobs that meet the
replication needs of most organizations. To populate these jobs and subjobs, you must initialize
Microsoft Dynamics AX for Retail.

New jobs can be added or existing jobs can be customized based on business requirements.

The following task is performed during deployment of Microsoft Dynamics AX for Retail and creates the
base configuration data, including the scheduler jobs and subjobs.

1. Click Retail > Setup > Parameters > Retail Parameters.

2. In the Retail parameters form, on the General tab, click Initialize.

-4] Retail parameters (1 - dat) r=e==)
Initialize O e

.G 1 .
enera Set up the general retail parameters
Posting
e oeEan EAN license number, || Email notification
Default inventory journal: ‘v Ernail notification profile: -

Custorner orders
Replenishment

Nurnber sequences

Close |

Create scheduler subjobs
To create and configure a subjob, complete the following procedure.

Note: A subjob can be assigned to more than one job.
1. Click Retail > Setup > Retail scheduler > Scheduler subjob.

2. Click New to create a new subjob, or select the subjob to modify in the list on the left. You can
also click Copy scheduler subjob to use an existing subjob as a starting point.

2§ Scheduler subjobs (1) E=nE=R ==
Mew 7% Delete | Transferfield list  From table filters  Copy scheduler subjob  Create staging table  Scheduled by O @

Subjob number = De Delete the selected record | Subjab nurnber ADDP-BT

BT fealostathlabl Description:  RetailPosBatchTable

ADDP-BTT RetailPosBatchTenderTrans

ADDP-BY EroResBoaleanvalue g| o Setup AR 201ZR2POS

ADDP-CACi Logisticsfddresss City Table mapping Replication

BDDP-CACH OC Logisticsfddresss City L Pull data: Replication method: — Normal =

ADDP-CACou LogisticsAddressCounty Retail channel schema: AX 2012 R2 POS |v Delete: )

ADDR-CACou OC  LogisticsAddressCounty Channel table name: RETAILPOSBATCHTABLE [+ tnsert

ADDP-CACRe LegisticahddressCauntryReg Microsoft Dynarmics 2% tablz narme:  RetailPosBatchTable [+ Enobled:

BDDP-CACRe_OC  LagisticsAddressCountryReg

A0DP-CACRT LogisticsAddressCountryReg Temporany table: RetailPosBatchTablex Trancfer field lst evists

ADDP-CACRT_OC LogisticsaddressCountryReg

ADDP-CAddr LogisticsPostaladdress Replicate Datatreall: o Fromdto fiters w5

ADDP-CAddr OC  LogisticsPostaladdress Field for Data/realD:

ADDP-CADIs LogisticsAddressDistrict - {F: Replication

Ll . »

Scheduler subjob number Close ‘

3. Enter the subjob number, which is a unique ID that identifies the subjob.

4. Enter a description of the subjob.
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10.

11.
12.
13.

14.
15.
16.
17.

18.

19.
20.

Select the replication method in the list. The following options are available:

¢ Normal - Select this method if the subjob is for an N job that sends all data to the retail
store.

e By actions - Select this method if the subjob is for an A job that sends only changed data to
the retail store.

On the Setup FastTab, in the From design area, select the location number from which to extract
the information into Microsoft Dynamics AX.

In the From table list, select the table from which to retrieve information at the retail channel.

In the To design area, select the location number to which to push information from Microsoft
Dynamics AX.

In the To table list, select the table into which to populate information at the retail channel.

Select the Replicate DataAreald check box to replicate the legal entity ID at the retail channel
or the head office.

Caution: Use the Replicate DataAreald field with caution, because it can cause invalid data to
be populated in the wrong fields.

Select the field for DataAreald in the list.

In the Replication area, select the replication method in the list.

Select the field transfer type in the list. The following options are available:

e All distribution locations - The data flows to all the retail stores.

e Include list - The data flows to the retail stores specified in the include list.

e Exclude list - The exclude list is the fields that are not selected in the transfer field list.
Select the Delete check box if replication is performed when a record is deleted.

Select the Insert check box if replication is performed when a record is created.

Select the Enabled check box to activate the subjob.

Select the Pull data check box to indicate that the job needs to pull data from retail stores to the
head office. If you select this option, you must select a replication method of Normal.

The Transfer field list exists check box is automatically selected if transfer fields are specified
for the table that is replicated to the retail store.

The From/To filters exist check box is automatically selected if filters are specified for the tables
selected in the subjob.

On the Replication FastTab, in the Actions area, enter the action counter interval. A value can
only be entered if By actions is the replication method.

In the Replication counters area, enter the replication counter value.

Select the replication counter interval.
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Transfer field list
1. Open the scheduler subjob by clicking Retail > Setup > Retail scheduler > Scheduler subjob.

2. Select the subjob in the list on the left, and then click Transfer field list to select the fields that
are distributed to the retail stores. The Field list form opens.

|24 Field list (1) - Subjob number: ADDP-BT, RetailPosBatchTable =N o]
MNew X Delete Functions ™ O @

Frorn field Field type  Tofield Field type  Conversiontype  Conwersion wvalue T
BATCHID Inte4 BatchID Intéi4 Fore =

CLOSEDATE Date CloseDate Date ‘Nnne

CLOSEDATETIMEUTC DateTime  CloseDateTirmellc DateTime  Mone

CLOSETIME Integer CloseTime Integer Mone

CUSTOMERSCOUNT Integer CustomersCount Integer Mone

DATAAREAID Text Datafreald Text Mone

DISCOUNTTOTAL Decirnal DiscountTotal Decirnal Mone

LOGONSCOUNT Integer LogonsCount Inteqer Mone E
NOSALECOUNT Integer MNoSaleCount Integer MNane

PAIDTOACCOUNTTOTAL  Decimal PaidTaliccountTotal  Decimal Mane
REPLICATIONCOUMTER Integer ReplicationCounter Integer Mane

RETURMSTOTAL Decimal RetumsTotal Decimal Maone
ROUMDEDAMOUMTTOTAL Decimal Rounded®mountTotal  Decirnal Mone
SALESCOUNT Integer SalesCount Integer Mone
SALESTOTAL Decimal SalesTotal Decimal Mone
STAFFID Text Staffld Text: Mane i
STARTDATE Date StartDate Date Mone
STARTDATETIMEUTC DateTirne  StartDateTirneUtc DateTime  Mone
STARTTIME Integer StartTime Integer MNane
STATUS Integer Status Optian Mone
STOREID Text Storeld Text MNane S

Close |

3. Select the from field in the list. The field type is automatically selected based on the field
selection.

4. Select the to field in the list. The field type is automatically selected based on the field selection.
Select the conversion type in the list. The following options are available:
¢ None - Select this option to apply no conversion rules.
e Equals (=) - Select this option to specify the filter value in the Value field.
e Substring - Enter the substring value in the Value field.
e Today() - Select this option if the filter is based on the current date timestamp.
¢ TimeNow() - Select this option to populate the current time.
¢ Skip text conversion - Select this option to skip the conversion process.
e Time to integer - Select this option to convert a time value to an integer.

¢ Integer to time - Select this option to convert an integer to a time value.
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From table filters
1. Open the scheduler subjob by clicking Retail > Setup > Retail scheduler > Scheduler subjob.

2. Select the subjob in the list on the left, and then click From table filters to set filters on the
selected from table. The From table filters form opens.

= 4] From table filters (1) - Subjob nurmber; ADDP-BT, RetailPosBat.. E@

Mew 2 Delete 0@
Field name  Filter  Walue 1 Walue 2
STAFFD < 10000 I
P—

Click New to create a new filter.
Select the field name in the list. A new window opens with a list of fields to select.
Select a filter in the list.

In the Valuel field, enter the filter value.

N o un s Ww

In the Value2 field, enter the filter value.

Scheduled by information
1. Open the scheduler subjob by clicking Retail > Setup > Retail scheduler > Scheduler subjob.

2. Select the subjob in the list on the left, and then click Scheduled by to view the scheduler job
that runs the subjob.

The Scheduled by form opens.

o) Scheduled by (1 - usrt) - Subjob number 200, [ = | = [=53]
Lo

[[] &ccount  Description
[P-0001 | POS transactions

|Z|| | Number identi... | () | USD | usrt
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Configure jobs

Jobs should contain subjobs that are related. For example, the Currency job contains subjobs that
update currencies and exchange rates. Jobs should also contain subjobs that use replication methods
that are consistent with the type of job. As a general rule, N jobs and P jobs should contain subjobs
with Normal replication, and A jobs should contain subjobs with By actions replication.

1.

i AW N

8.

Click Retail > Setup > Retail scheduler > Scheduler job.

= Scheduler job ¢13 =2 f=R ==
Mew 2% Delete | Create staging table  Copy schedulerjob  Scheduler lag O @
lob num.. & Description “ | Job number: P-0001
M-1040 Products, prices, and bar codes Description: POS transactions
MN-1040_0C Produicts, prices, and bar codes (C
M-1050 Loyalty systern a General A¥ 2012 R2POS
N-1050_0C Layalty system (Online Channel) General
No1060 Staf Retsil channel schema: A% 2012 R POS |-
N-1070 Stares and tenders Job execution classt Retail ConnReplicationPlab |-
M-1075_0C Online channels (Online Channel) Data processing class: ‘v
N-1080 Tax
N-1080_0€ Tax (Dnline Channel) 4 Subjobs
M-1090 Registers Mew 7% Delete
M-1093 Offline database configuration ] Subjob number  Description Enabled  Subjob replication method  *
N-1100 Product and price parameters ADDP-BAT RetailPosBatchaccountTrans Normal
MN-1100_0C Product and price pararneters (Or ADDP-BT RetailPosBatchTable Norrmal L
N-1110 Global configuration ADDP-BTT RetallPosBatchTenderTrans Normal 1
N-1110.0¢ Global configuration (Online Char ADDP-FDMI  RetailFiscalDocumentModel?_BR Normal
N-L115 Global address book reference da ADDP-FDMIL  RetailFiscalDocumentMadel2Line_BR Normal
N-1115.0¢ Slobal acdress book reference dal | ADDP-FOMITT  RetailFiscalDocumentModel2TaxTrans_BR Normal
M-1120 Mordes of delivery T ADDP-FPrt RetailFiscalPrinter_BR Marrmal
M-1120 0C Mades of delivery (Online Channe ADDP-FPHR RetailFiscalPrinterRepart_BR Mormal
M-Redeploy  POS redeployment job. ADDP-FRept  RetailFiscalReceipt_BR Normal
fall0L HiRCSkEaction ADDP-FReptl  RetailFiscalReceiptLine BR Normal -
P-001_0C POS transactions (Online Channel ‘ i v

<

e

b

Synch Service job id

I Ohject setup

Click New to create a new job, or select the job to modify.

Enter a unique job number for the new scheduler job.

Enter a description of the job.

Close |

In the Retail channel schema field, select the appropriate schema version. The retail schema
version is also specified on the subjob. Only subjobs with the same schema should be added to
this scheduler job.

On the Subjobs FastTab, click Add to assign subjobs to the scheduler job.

Note: A scheduler job is processed as a SQL transaction. If one subjob fails, all other subjobs in
the job will also be rolled back.

Select the subjob number in the list. The Description field displays the name of the selected

subjob.

By default, the values on the Object setup FastTab are not used.

Create a temporary staging database for P jobs
This action applies only to P jobs. It will create the temporary tables that are used during data import.

1.
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2. Select the P job in the list on the left, and then click Create TempDB staging table to create a
staging database for P job tables.

Copy scheduler job

To use an existing scheduler job as a starting point, copy the job and modify the copy.

1. Open the scheduler job by clicking Retail > Setup > Retail scheduler > Scheduler job.

2. Select the job in the list on the left, and then click Copy scheduler job to copy an existing job to

create a new scheduler job.

View the scheduler log

Each time a scheduler job is run as part of a distribution schedule, a new GUID is generated and the

status is logged. When launched from the scheduler job form, the log information from all distribution
schedules this scheduler job belongs to is displayed.

1. Open the scheduler job by clicking Retail > Setup > Retail scheduler > Scheduler job.

2. Select the job in the list on the left, and then click Scheduler log to view historical information

about the job execution.

The scheduler log form opens.

I;—;] Scheduler log (1) - Job number: P-0001, 302, Job nurmber: P-0001

Wiews ressage tres

===
0e

7 Delets

Logtransaction n,  ~  Job number
e =
T p-0001
206 P-0001
285 P-0001
204 P-0001
203 P-0001
282 P-0001
201 P-0001
283 P-0001
280 P-0001
279 P-0001

Start date
442072013
442072013
371172013
31112013
371142013
371172013
31112013
371142013
1/15/2013
1/15/2013
1/15/2013

Start time

04:32:22 prm
14:A0:03 prs
05:44:10 pm
04:31:39 prm
04:30:00 pr
04:25:18 pm
04:19:38 prm
03:0411 pr
09:37:55 am
08:55:26 am
08:51:59 arn

I

End date
4720/2...
4720/2...
2.,
3112,
312
2.,
3112,
312
1/15/2...
1/15/2...
1/15/2...

End time

04:32:23 pm
14:10:39 pirs
05:44:19 pm
04:31:40 prm
14:3102 pr
04:25:19 pm
04:19:40 prm
03:04:48 pirs
09:27:56 am
08:55:27 am
08:52:09 arn

Status message

Successful with Commerce Data Exchange: ...
Successful with Commerce Data Exchange: ...
Successful with Commerce Data Exchange: ..,
Successful with Commerce Data Exchange: ...
Anerror occurred on send - 12288 An error...
Successful with Commerce Data Exchange: ..,
Successful with Commerce Data Exchange: ...
Anerror occurred on send - 12288 An error...
Successful with Commerce Data Exchange: ..,
Successful with Commerce Data Exchange: ...

Successful with Commerce Data Exchange: ...

Message GUID

{4CF17603-D5E0-¢
{6DE19978-0B8E-4
{415404F0-1E22-4
{0C1544DC-AD23-
{AS96AIRE-23ED-4
{46C58DFC-CODA,
{BACS823F-9D36-
{1CEBANDI-32B1-
{E65205D0-C31D-«
{222302AD-8CD1
1912240 C2-ENES-4

b

Close |
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Data distribution settings

Create data distribution settings to specify whether and how data in the Microsoft Dynamics AX
database is sent to store databases. You can specify that certain records are sent only to the locations
where those records are applicable. You can also specify whether and how changes to certain tables
and table fields are distributed.

Data distribution starts and ends with a record that is changed.

The distribution process consists of the following steps:

1. Set up data distribution locations for stores.

2. Set up action filters to specify which tables and fields, if any, are monitored for changes.

3. Set up table distributions. When a record in one of the selected tables is modified, the distribution
settings for the table determine whether that modified record is distributed, and whether records
in parent or child tables should be distributed with it.

4. When a record is modified, the appropriate data is sent to the appropriate locations by means of
jobs. The settings of the jobs further refine the specifics of the distribution.

Distribution locations

A distribution location is a record that represents the destination for distributed data. Whenever you
create a store, a corresponding distribution location is automatically created. In general, you must
have a distribution location for each store location that has its own database.

Create distribution locations

The distribution locations that are created automatically when you create stores are probably
sufficient, but you can also create new distribution locations.

Note: If you create a distribution location manually, ensure that the distribution location ID matches
the ID for the store that the distribution location represents.

1. Click Retail > Setup > Retail scheduler > Distribution locations.

2. In the Distribution locations form, click New.

|24/ Distribution lacations (1) ol -E] )
MNew X Delete Functions 0@

Location nu...  Description “ | Location number: SEATTLE

HOUSTON Haustan Description: Seattle

LONETRE Lone Tree

LOSANGE Los Bngeles Channel: Seattle -

MLEMI Wiami 4 General

MISSION Mission Wigjo Database profiles

B ORK Mew York Profile narme: SeattleStare -

QAKBROO Qak Brook

PALOALT Palo Alta Channel profile

PHILADE Philadelphia Profile name:

i Stored 4 Data exchange AX 2012 R2 POS

0010 Store 10 L )

SANANTO San Antonio = Retail channel schema: AX 3012 RZPOS -

SAMDIEG San Diego Send data:

SANTACL Santa Clara Receive data:

SCoTTsD Seottsdale Continuous data transfer schedule:

SEATTLE Seattle

Ton Tem.

Distribution locations Close |
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3. Complete the following information for each distribution location:
Fields

Location number - Enter a unique ID for the distribution location.
Description - Enter a description of the distribution location.
Channel - Select the channel the distribution location is associated with.

Database profile - Select the database connection profile for this location. For a store
location, select a database profile.

Channel profile - Available only for online channels. Links to channel-specific properties.
Retail channel schema - The schema that is used by the linked database.

Send data - Available only for online channels. Select this option if data is sent to this
location.

Receive data - Available only for online channels. Select this option if data is retrieved from
this location.

Continuous data transfer schedule - Available only for online channels. Select the
distribution schedule that must be processed even if Send data is not selected. For example,
no new changes are applicable to this channel database, and Send data is not selected, but
the on-hand quantity must be sent to the channel.

Functions - Open a menu where you can select from the following options:

e Test connection - Test the connection to the instance of Synch Service that is selected in
the connection profile for this location.

¢ Read schema - Read the database schema for the selected location.

e Send configuration - Send the Synch Service upload options to the instance of Synch
Service that is referenced in the database profile.

¢ Deploy initial dataset - Available only for online channels. This function sends all
required data to the channel during initial deployment. When prompted, select the A-
0001_OC distribution schedule.

Distribution location list

You can create a distribution schedule that associates one or many locations (distribution location
lists) with one or many scheduler jobs.

1. Click Retail > Setup > Retail scheduler > Distribution location list.
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2. 1In the Distribution location list form, click New.

=4 Distribution lacation list (1)

File Mew < Delets O ®
Name Description Marme: West coast
Default include list (Onli..  Default include list (0., Description: West coast stores
Fabrikam Fabrikam
West coast West coast stares 4 Distribution locations =
Seattle/MY seattle and new york ‘ﬂ:‘ﬁ'Add X Remove
7] Location number
paLoALT |+

SEATTLE

LOSAMGE 3

COSTAME

Reference field in a different table

3. Click Add to add a new retail channel to the distribution location list.

4. Select the location number in the list.

Distribution schedule

Close |

The distribution schedule links distribution locations lists (where to send the data) with scheduler jobs
(which data to send). You can run a distribution schedule manually or you can configure a Microsoft

Dynamics AX batch job to run periodically.

1. Click Retail > Periodic > Data distribution > Distribution schedule.
Ei] Distribution schedule (1)
Mew X Delete Create batch job Enable batch job Disable batch job Run directly
MNarne Description Marne: a-jobs
MN-1115 Global address book reference data Description: vun a-jabs for stores
P-0001 POS transactions
N-1120 Modes of delivery A0S connection profile: A0S -
£-1000, Currency (Online Channel) a Distribution location list Seattle/NY  *
£-1010_,..  Custorners (Online Channel) dhadd 3 Remove
A-1020 Discounts (Online Channel) [ Reference
A-1040 Products, prices, and bar codes (Online CI Seattie/NY
£-1050_.,  Layalty systern (Online Charnel)
A-1075 Online channels (Online Channel)
A-1080 Tax (Online Channel}
A-1120 Maodes of delivery (Online Channel)
A-1130 Item availability (Online Channel)
Currency (Online Channel)
Custarners (Online Channel) L
Discount {Online Channel} I
Products, prices, and bar codes (Online C|
Layalty systern (Online Channel)
Qnline channels {(Online Channel)
N-1080_.. Tax (©rline Charmnel) 4 Scheduler jobs A-10000 1 141372013 1 11:04:46 am
Product and price parameters (Online Che E I{PAdd X Remove  Replication counters  Schedulerlog
Global configuration {Online Channel) [ Job nurmber Enabled  Lastrundate Lastruntime  Status message i
Global address book reference data (Onliry A-1000 1/13/2012 1L:0&46am  Successful with Commer
POS transactions (Online Channel) A-1010 141372013 110452 am  Successful with Cormpmer
Moares of delivery (Online Channel) £-1020 113/2013  1L04S6am  Successful with Commer
A-0001_.,  Initial synchranization (Online channel) A-1040 11372013 1L06:25am  Successful with Commer|E
A-0002_...  Always replicate list (Online channel) A-1050 1372013 110628 am  Successful with Commer
run a-jobs for stores 5 A-1060 141372013 1L06:31am  Successful with Commer|
. + A-1070 141372013 1L:06:38 am Successful with Cormmer| -
Close |
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2. Enter the following information:
Name - Enter a unique identifier for the distribution schedule.
Description - Enter a description of the distribution schedule.

AOS connection profile - Specify the AOS profile to use to run the distribution schedule. To
balance the load, you can define multiple AOS profiles with different Synch Service instances
assigned. This will distribute the processing of distribution schedules among all Synch Service
instances.

Preactions and actions

Action jobs (A-jobs) send only the changes since the last run. Microsoft Dynamics AX uses preactions
to track those changes. The insert, update, and delete methods for all relevant tables have been
modified to create preactions. Preactions are converted to actions in a separate step that uses the
table distribution configuration to determine where changes must be sent.

Filter on action creations

When you set up an action filter, you can watch for transactions that affect specific fields in tables. If
an employee creates, modifies, or deletes a record in a selected table, the action filter automatically
collects the changed information in a preaction.

If you want to watch for modifications only to specific fields in a table, you can select those fields in
the action filter. Do not select specific fields if you want to monitor all changes to a table.

You can create action filters for specific stores.

1. Click Retail > Setup > Retail scheduler > Filter on action creations.

= Filter o action creations (1) E@
Mew 7€ Delete O ®
Table number  «  Tahble name “  Table number: 175
4 Companylnfo Table narme:  InwentTable
47 Currency
57 CustBraup 4 Fiekd
7 CustTable geadd 3K Remoue
a2 Dhvkode 5 [] Field nurber  Field name
152 InventltemGroup 2 Ternld
o8| InventLocation 13 Weteight
175 | InventTable 67 grossDepth
176 InventTableModule 63 grossiidth
226 Markupfutoline 70 grossHeight
227 MarkupAutoTable 86 Tarakiveight
220 MarkupTable a8 Product
EiN] PriceDiscGroup 69534 Recld
315 PriceDiscTable
EiL] PricePararmeters
367 SalesPararmeters
4 E TR
Identification of the table [ ciose |

2. In the Filter on action creations form, click New to create a new action filter.
Select a table in the list on the left.

4. On the Field FastTab, add fields to the list. Preactions are created only for fields in this list. If
another field in the table is updated, no preaction is created.

Table distribution

The table distribution specifies how changes that are made to data are distributed from Microsoft
Dynamics AX to channel locations. To use action jobs correctly, you must configure the table
distribution.
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Distribution types

The distribution type for a table determines how that table is distributed. The following distribution
types are available:

All distribution locations - Distribute modifications to the records in a table to all locations. This
is the default distribution type.

Same as parent distribution - Distribute modifications based on the distribution type of the
parent table. Select this distribution type for records that must always be accompanied by other
records. For example, items and the bar codes for those items must have the same data
distribution.

Note: If you select this distribution type, you must set up table links that describe the relationship
between the child table and its parent table.

By distribution groups - Distribute modifications based on the distribution list for the record
that was changed in the table. For example, changes made to an item are sent only to the stores
that sell that item.

Note: Typically, you select this distribution type only for tables at the top of the table distribution
hierarchy.

No distribution - Do not distribute modifications. If a table of this distribution type is the parent
of another table, and the distribution type of the child table is set to Same as parent
distribution, changes to the child table are not distributed.

Parent/child relationships

If you use a table distribution to establish a parent/child relationship between two tables, you must
complete both of the following tasks:

For the child table, set up table links to describe the relationship between the child table and its
parent table. For more information, see the Set up table links section.

For the parent table, specify the types of actions (insert, update, or delete) that cause any child
tables to be distributed together with the parent table. These linked settings also include any
linked child tables of the child tables.

Create a new distribution

1.
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Click Retail > Setup > Retail scheduler > Table distribution. The Table distribution form
opens.

2§ Table distribution - InventTable (1) - Table ID: 175, Same as parent distribution E@
Mew 2 Delete Tablelinks  Insert default setup Check parent table setup 1] ‘@
List wiews: [7]
=1l Table distribution “ | Parenttable: RetaillnventTable
a . T .
E-a RetailCannDistributionL acation Parent distribution: seaTien |-
58 RetailPubRetail ConnDistributionL o cation
etailStore Table Table ID: 175 "
"2 RetailStoreTenderTypeTable Tl GETIE T
etaillncomeExpensedccountTable i
etailStoreCashDeclarationTable || Distribution type: Same as parent distribution +
etailFunctionalityProfile M oeems ]
etailTerminal Table
etailStoredddressBook Parentto another table:
etail OfflineProfile Table links: 1

etailChannelTable
Linked actions an insert:

Linked actions on update:
etailAssortmentExploded Linked actions on delete:
RetaillrventTable

sentTable
EcoResProduct
InventTableModule
Retaillnventluwailability
InvertDimCornbination

&3 InventlternBarcode

Close |
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2. 1In the Table distribution form, click New.

3. Select the parent distribution in the list.

] [+ Table distribution (1) - New Record - SHIEE X
£ New x Delete Table links  Insert default setup  Check parent table setup 0e
Tree control: ']
D Parent distribution  Record ID TableID Table name Parent table Distribution type Parent to another table  Table lii *
[ |v [ [ All distribution locations 0
= lj Table distribution CustTable DirPartyTable Same as parent distribution 1
nZu InventTable RetaillnventTable Same as parent distribution 1 3
s PriceDiscGroup InventTableModule InventTable Same as parent distribution 1
&'n PriceDiscTable P PP "
PriceDiscGroup All distribution locations 0
PriceDiscTable All distribution locations 0
InventDim PriceDiscTable Same as parent distribution 1
InventSerial RetaillnventTable Same as parent distribution 1
InventltemBarcode RetailAssortmentExplod.. Same as parent distribution 1
5637144606 5637144617 1213 InventltemBarcode InventTable Same as parent distribution 1
5637144601 5637144614 1626 InventDimCombinati.. RetaillnventTable Same as parent distribution 1 7
< | 1 »
Mo e |2 0 | Aassm | cose |

The Record ID field is automatically populated based on the assigned number sequence.

4. Select the table ID in the window that opens. The Table name field displays the name of the
selected table.

5. Select the distribution type in the list. The following options are available:
e All distribution locations
¢ Same as parent distribution
e By distribution group
¢ No distribution

The Parent to another table check box is automatically selected if the table that is selected as
parent table is also the parent of other tables.

The Table links check box indicates whether a parent/child link has been generated between the
two tables. The table link must be created if the distribution type that is selected is the same as
the parent distribution.

The No actions check box is selected to indicate that no action is required for changes that occur
to the selected table. If you want to use no actions, the parent table must be empty or set to 0
(zero).

6. Select the Linked actions on insert check box to indicate that the distribution occurs when new
records are created in the selected table.

7. Select the Linked actions on update check box to indicate that the distribution occurs when
existing records are updated in the selected table.

8. Select the Linked actions on delete check box to indicate that the distribution occurs when a
record is deleted.
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9. On the General tab, you can review the information entered on the Overview tab.

Insert the default table distribution

The default setup for table distribution is appropriate for most organizations. Even if you want to
customize the table distribution, inserting the default setup can save you a lot of time.

Note: If you inserted the default setup when you set up the Retail module, you can skip this
procedure.

1. Click Retail > Setup > Retail scheduler > Table distribution.

2. In the Table distribution form, click Insert default setup.

How table links work

When a record in a child table is modified, and the resulting pre-action is converted to an action,
Retail Scheduler checks whether the modified record is in a table for which distribution is controlled by
the settings of a parent table. If the modified table is linked to a parent table for data distribution,
Retail Scheduler checks whether the modified record meets the criteria for distribution that are
specified in the parent table’s settings.

If a table link includes multiple criteria, all the criteria must be met for distribution to occur based on
that link. If a modified record does not meet the criteria of any of the links to the parent table,
distribution does not occur.

Set up table links

Table links define the conditions that must be met for the records in a child table to be distributed in
accordance with the distribution type of a parent table. The effect of setting up a table link is
comparable to the effect of setting up a link between a primary key and a foreign key in SQL Server.

However, a table link applies only to data distribution. Table links are required only for tables for
which you select a distribution type of Same as parent distribution.

There must be a logical relation between the tables that you link. For example, you cannot link the
Item table to the Customer table, because there is no logical relation between those two tables.

For parent fields, you must select fields that are part of the primary key for the parent table.

For child fields, we recommend that you select fields that are either part of the primary key or part of
a properly indexed foreign key for the child table.

1. In the Table distribution form, select the table to link to its parent table.
Note: The parent table must already be listed in the table distribution.

2. Click Table links. The Table links form opens.

Ei]Table links (1) - Table ID: 77, Same as parent distribution [a@ =]
tNew X Delete Oe

Parent distribution  Linknumber ~ Tabl parent distribution: 5637144622
15637144622 1 77

Link number: 1

4 General
Identification Description
Table ID: 7 Table name: CustTable

Parent table ID: 2303 Table name: DirPartyTable

1l

4 Line details
fadd XK Remove

DParentdlstrlbutlan FieldID Field name Parentfield Field name Type Value
5637144622 121 Party 65534 Recld Field

«[Lm » 4

Reference field in a different table ‘ Close
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In the Table links form, click New.

On the General FastTab, the child table information is populated in the Table ID and Parent
table ID fields, and the associated Description fields.

In the Parent distribution field, select a parent table ID.

Note: If there are multiple entries in the list, meeting the criteria of any one table link creates the
link (SQL OR operation).

In the Field ID field, select the field to link to a field in the parent table. The field name is
displayed automatically.

Note: If there are multiple entries in the list, all the criteria must be met for the link to be
created.

In the Parent field, select the field in the parent table to which to link the child field. The parent
field name is displayed automatically.

Select the type in the list. The value that you select determines the type of check that is required.
The following options are available:

e Field - The field specifies that the distribution occurs if the logical relation between the fields
specified in the parent and child table matches.

e Filter - The Filter option is not supported in the current version of Microsoft Dynamics AX for
Retail.

e Equals (=) - Specify the value in the Value field to check against the field value during
distribution.

If the parent field must contain a specific value, type that value in the Value field.

Repeat steps 3 through 8 for any additional criteria for this table link.
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Set up communication profiles

Synch Service profiles

A Synch Service profile in the head office Microsoft Dynamics AX system provides the connection
string that enables Microsoft Dynamics AX to communicate with an instance of Synch Service.

1. Click Retail > Setup > Retail scheduler > Channel integration > Commerce Data
Exchange: Synch Service profiles.

[d Cornmerce Data Exchange: Synch Service profiles (1) [ @] =]
Mew X Delete Testconnection  Databases  Send canfiguration O @

Servicename < Servername _

T TR Service name: BXR013R2A,

HQ SYMCH SERVICE  COMMSERWER Server name: AX2012R2A

SYMCHSERVWICELD PCSTORELD Port: 16000

Disable IPSec: =
Prefer IPuh; =
Timeout (seconds): 1]
eal-time Service profile: JeB -
Commerce Data Exchnge: Synch Service upload options:  COXLploadd1 -

A unigue name for the Commerce Data Exchénge: Synch Service profile.

.t Commerce Data Exchange Synch Serice Settings (=3

Register Synch Service service.
Here you can manage theSynch Services and client controls.

Server Mame: (BT

Add Remaove
All Servers:

43T 2R 28 DD <1600 Service Tools
| Packet Viewer |

Stop

View license agreement
Nest > Cose | Hel

2. Click New to create a new Synch Service profile.
Enter the following information:

e Service name - The name of the service as it was specified in Synch Service Settings (Start
> All Programs > Microsoft Dynamics AX 2012 > Commerce Data Exchange: Synch
Service > Commerce Data Exchange: Synch Service Settings).

e Server name - The name of the server where Synch Service is installed.
e Port - The port used by this instance of Synch Service.

o Disable IPsec - Select the check box to disable IPsec, a framework of open standards to help
protect communications over Internet Protocol (IP) networks through the use of cryptographic
security services.

Important: IPsec should only be disabled if there are other means in place to help provide
secure communication channels for Synch Service.
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e Prefer IPv6 - Select this check box to prefer IPv6 connections, if both IPv4 and IPv6 are
available on the network.

e Timeout (seconds) - Specify the connection timeout.
¢ Real-time Service profile - The name of a Real-time Service profile.

Synch Service uses this profile to connect to Real-time Service to monitor the status of jobs. If
you do not want this instance of Synch Service to monitor status, leave this field blank.

¢ Commerce Data Exchange: Synch Service upload options - The name of the upload
option used by Synch Service. If you select an upload option, you must click Send
configuration and restart the service for the settings to take effect.

4. Click Test connection to confirm that the connection string for the selected Synch Service profile
is correct.

Create Synch Service upload options

Synch Service uploads status messages from its local message database to Microsoft Dynamics AX by
using Real-time Service.

1. Click Retail > Setup > Retail scheduler > Channel integration > Commerce Data
Exchange: Synch Service upload options.

|24 Commerce Diata Exchange: Synch Service upload options (1) = o |
Mew X Delete O @
Marne Upload enabled  Etri
CDXUploaddl

Interval (minutes)

Select the check box to upload Synch Service error messages only. Close |

2. Enter the following information:
Name - A unique identifier for the set of upload options.
Upload enabled - Select this option to upload status messages to Microsoft Dynamics AX.

Error messages only - Select this option to upload only error messages to Microsoft Dynamics
AX. If you do not select this option, all status messages are uploaded

Interval - Enter the frequency, in minutes, that status messages are uploaded.
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AOS profiles

An AOS profile provides the connection string that enables Microsoft Dynamics AX to communicate
with the head office database.

1. Open the AOS profiles form by clicking Setup > Retail Scheduler > Channel integration >

AOS profiles.
-4 203 profiles (1) = R
Mew € Delete Test cannection O @
MName Server name
A0S AXINAIRA MName: RetailA0s
Retail A0S AOSServer Server narme: A0 SServer

Instance name: £0%Instance
TCRAR port: 2712

Commerce Data Exchange: Synch Service: HQ SYNCH SERVICE -

o m ] v

A unique name for the AOS profile.

2. Click New to create a new AOS profile.

3. Enter the following information:

Name - Type a unique name for the profile.

Server name - Type the name of the AOS server.
Instance name - Type the name of the AOS instance.
TCP/IP port - Type the TCP/IP port for the AOS instance.

Commerce Data Exchange: Synch Service - Select the profile for the correct instance of
Synch Service.

4. Click Test connection to confirm that the connection string for the selected AOS profile is correct.
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Database profiles
A database profile provides the connection string that enables Microsoft Dynamics AX to communicate
with a store database.

1. Open the Database profiles form by clicking Setup > Retail Scheduler > Channel
integration > Database profiles.

Ei] Database profiles (1) EI@
Mew X Delete Copy  Testconnection [im] @l

Mame

SeattleStare Heme: Stareld

Online store database profile | Server name: PCStorell

Mew'orkStare Database narme: Store10DB

BostonStore Encrypt database connection: [l

HoustonStare

Comrnerce Data Exchange: Synch Service:  SYWCHSERWVICELD -

Fabrikam Store
e

4 m »

A unique name for the database profile. Close |

2. Click New to create a new database profile. Optionally, you can click Duplicate to create a new
profile based on a currently selected profile.

3. Enter the following information:
e Name - Type a name for the profile.
e Server name - Type the name of the database server.
o Database name - Type the name of the database.
¢ Encrypt database connection - Select this check box to encrypt the database connection.

¢ Commerce Data Exchange: Synch Service - Select the profile for the correct instance of
Synch Service.

4. Click Test connection to confirm that the connection string for the selected database profile is
correct.
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Customize Synch Service

This section contains an example that shows the steps for adding a custom table in Microsoft
Dynamics AX and synchronizing the data in that table with a channel database.

Create the table in Microsoft Dynamics AX

This example uses two fields in a table that is called TestTable01: field C1 of integer type and field
C2 of string type.

S| l_J Drata Dickionary
=l B Tables
[SIEEE Tt Tabl=01 (sys)
= & Fields
7 Calsys)
T4 Ciisys)
ﬁ Field Groups
o E Indexes
E Full Text Indexes
=5 Relations
I3 Deletections
' Methods

If you want to use this new table with action scheduler jobs, add the following code snippet to the
insert, update, and delete methods, and add it to the filter on action list.

boolean replicate = false;
replicate = RetailConnActionManagement::shouldReplicate (this, this.orig(), false);
super () ;

if (replicate)
{

RetailConnActionManagement: :createActions (this, RetailConnActionUpdate::Insert);

Create the table in the POS database
Go to the POS database in SQL Server, and create the new table.

Note: In this example, we are implicitly using RecID as the primary key, so RecID must also be
included in the POS database table. Because this table is not global, it contains the DataArealD field
from Microsoft Dynamics AX. Whether DataArealD is required in the POS database depends on actual
business requirements.
CREATE TABLE TESTTABLEOL
(

Cl INT,

C2 NVARCHAR (10),

DATAAREAID NVARCHAR(4),

RECID BIGINT PRIMARY KEY
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Define the table schema in Microsoft Dynamics AX
1. Click Retail > Setup > Retail scheduler > Retail channel schema.

2. Because this table is for POS, select AX 2012 R2 POS, and then click Location tables.

m Retail channel schema (1) =]

Mew 2 Delete Location tables | Read scherma™ "H| l@l
7| Schema name Schema bype @
I- AX 2009 POS A 2009 POS
Ax 2012 Feature Pack POS Ax 2012 Feature Pack POS

Ax 2012 RZ Online Channel Ax 2012 RZ Online Channel

A 2012 RE POS

Ax 2013 CommerceRunTime A 2013 CommerceRunTime

3. Create a new table called TESTTABLEO1.

m Location tables (1) - Schema name: AX 2012 RZ POS, AX 2012 RZ POS

Mew 2 Delete Location fields  Read scherma™

4. Click Location fields, and then add the fields that you defined in the POS database.

Note: The Type and Length fields have been deprecated and can be ignored. Only the field
names matter.

m Location fields (1) - Table name: TESTTABLEO1
Mew 2 Delete

Field name Tvpe Length
RECID Maone 1]
DATAAREAID |MNone u]
Z Maone 1]

Define a normal subjob in Microsoft Dynamics AX
Normal subjobs are used in N jobs, which synchronize all data in a table.

1. Click Retail > Setup > Retail scheduler > Scheduler subjobs.
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2. Create a new subjob like the one shown in the following screenshot.

M Scheduler subjobs (1) [_[C]x]
Mew  7< Delete  Transferfield list  From table filters  Copy scheduler subjob  Create staging tabls  Scheduled by L@
_Subjob number = | Description 0| Subiob number: | ADDP-TSTOL

ADDP-TSTO1 TestTable1

ADDP-ACC Accountant_BR e IW

ADDP-ALL AccountantLogisticsLocation_BR a4 Setup A 2012 RZ POS
ADDP-ALLR AccountantlogisticsLocationRole_| Table mapping Replication

ADDP-Att EcoReshtiribute pul data: r Replication method: lm
ADDP-Att_OC EcoReshttribute Retail channel schema: A% 2012 R2 POS - Delete: =

ADDP-AEEDY EcoResAttributeDefaultvalue

Channel table name: TESTTABLED1 - : v
ADDP-AELTY EcoResittributsTranslation = e ¥
ADDP-AEETF_OC EcoResattribute Translation Microsoft Cynamics Az table name: | TestTable01 | Enabled: ¥
ADDP-ALETy EcoResattributeType Temporary table:

ADDP-ALETY_OC | EcomesttributeType Transfer fied list sxists: [T
ADDP-ALY EcoReshttributevalue Peplicate DataArealD: Ird Fromjto fiters exist: [
ADDP-Barco RetaiBarcodeMaskTable Field for DataArealD: [omemead ]

ADDP-Barco_OC RetailBarcadeMaskTable

ADDP-BarMC RetaiBarcodeMasiCharacter » Replication

ADDP-BarMC_OC RetailBarcadeMaskChar acter

ADDP-Barbs RetaiBarcodeMasksegment

ADDP-BarMs_0C RetailBarcadeMaskSegment

ADDP-BAT RetalPosBatchAccountTrans

| _’|_I

34 The field used as a replication counter | Close | Y

In the Retail channel schema field, select AX 2012 R2 POS.

4. The Channel table name field lists all tables that have been defined for the AX 2012 R2 POS
schema. Select TESTTABLEO1.

5. Because the DataArealD field was included in the new table, you must select the Replicate
DataArealID check box. Then, in the Field for DataArealD field, select DATAAREAID.

Define transfer fields
1. Click Transfer field list, and then add all field mappings except DataArealD.

d list (1) - Subjob number: ADDP-TSTO1, TestTableD1
Mew 2 Delete Functions =

Fram Field i Field bype | Canversion bype | Conversion walue
Mone
z Text z Mane Maone
1 Integer 1 Mone Mane

Mone

2. Save and close.

Define a scheduler job

You can add your new subjob to an existing job, or you can create a new job, depending on business
requirements.

1. Open the Scheduler job form by clicking Retail > Setup > Retail scheduler > Scheduler job.
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2. Create a new job like the one shown in the following screenshot.

B scheduler job (1) M= B
Mew < Delete | Create stagingtable  Copy schedulerjob  Scheduler log @

Description 2| ob rumber: [000

Custom tables
Description: | Custom tables
Currency

Currency (Online Channel) 4 General AX 2012 RZPOS A

Customers General

Customers (Crline Channel) Restal channel schema: [ A% 2012 R2 POS |
Discounts Job execution dlass: | RetalConnReplicationob 5
Discounts (Online Channel)

Data procsssing dlass: —
Reason codes

Reasan codes (Online Channel) a4 Subjobs

Products, prices, and bar codes
Products, prices, and bar codes (Online Channel)
Loyalty system

Mew 7% Delete

™| Subjob number
IW ~o0P-TSTOL

Enabled | Subjob repiication method | Table nam
@ Hormal et

Loyalty system (Online Channel)
<FafF

3. Add the newly created subjob to the job.

4. In the Retail channel schema field, make sure that AX 2012 R2 POS is selected. Because this
is a normal subjob, select RetailConnReplicationNJob in the Job execution class field.

Define a schedule to run the job

You can add this job to one of the existing Retail schedules, or you can create a new schedule for it,
depending on business requirements.

1. Open the Distribution schedule form by clicking Retail > Periodic > Data distribution >
Distribution schedule.

2. Create a new schedule, and include the new job.

B istribution schedule (1) [_[O]x]
Mew < Delete Create batch job  Enable batch job Disable batch job  Run directly 1| r@.
Hame, Dest 21 thame: -9000

W-2000 Custe

A-1000 Curre | Description: Custom tabls

A-1010 Cuske A0S connection profile: | AOS profile sample -

A-1020 Disco 4 Distribution location list Defaul includs fist =]
A-1030 Reas 5

A-1040 Frod. gl e

A-1050 Loval I”| reference

A-1060 Staff Default include lisk

A-1070 Store

A-1080 Tax —

A-1090 Regis

A-1095 Offlin

A-1120 Mode:

A-1130 Ttem

W-1000 Curre

N-1010 Custe

W-1020 Disca

N-1030 Reas

W-1040 Prod.

1050 tovdl ", scheduler jobs 13000 12:00:00 am
N-1060 Staff .

Ne1070 Store geddd 3 Remove  Replication counters  Scheduler log

N-1080 Tax [ 3ok number Enabled | Last run dake | Last run time | Skatus message

N-1090 Regs K-2000] ] m ||
H-1095 Offlin

WA Fundd

You have now completed the setup and configuration to send TestTableO1 data to the POS database.
You can then enter data into the TestTable01 table and run the scheduler job to verify that data can
be sent successfully to the POS database.
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Monitoring Synch Service

Microsoft Dynamics AX for Retail provides several resources for monitoring Synch Service.

Log files

The Synch Service creates two types of log files. By default, log files are stored in the following folder:
C:\Users\<service user account>\AppData\Local\Microsoft Dynamics AX\60\Commerce Data
Exchange\Synch Service\<service name>\logs

The first log file contains information about regular processing tasks of the Synch Service and is
named <InstanceName>-SC-[X].log, where X is an integer between 1 and 3. When you restart an
instance of Synch Service, the log file is renamed <SnstanceName>-SC-[X].old.log.

Logging and the output location (file or Windows Event log) are configured in Synch Service settings.

The second log file contains error messages for the Synch Service message upload and is named
<InstanceName>-SCMonitoring.log.

The following screenshot is an example of how these files look. Files with the .dmp extension are
memory dump files.

Mame ~ Date modified Type Size

| HQ-5C-1.log 2/19/2013 6:59 AM Texk Docurnent 6,240 KB
| HQ-3C-1.0ld.log 2J7)2013 11:59 am Texk Docurnent 195 KB
| HQ-5C-2.log 2/19/2013 6:59 AM Text Document OKE
| HQ-5C-2.0ld.log 2/6/2013 6:14 AM Text Document 4,297 KB
| HQ-53C-3.loa 2/19/2013 1:42 AM Text Document 6,305 KB
| HQ-3C-3.0d.0og ZI6J2013 12:58 AM Text Document 6,222 KB
?g HQ-53C-20131200924, dmp 1/20/2013 12:09 AM Crash Dump File OFKE
B HQ-5C-201 323921 56, dmp 2}3(2013 %:21 &AM Crash Dump File OKE

0-5C-201326955 16, dmp 216/2013 9:55 AM Crash Dump Filz OKE

2| HQ-5C-201312410614 . dmp 1/24/2013 10:06 AM Crash Dump File OKB
B HQ-5C-201313018236.dmp 14302013 £:02 PM Crash Dump File 0KB
B HQ-5C-2013122104812.dmp 1/22{2013 10:48 &M Crash Dump File 0KB
|| HQ-5C-5CManitaring.log 2/19/2013 5:12 aM Texk Docurnent 34,995 KB

Synch Service message database

Each instance of Synch Service uses a message database to track the status of data transfers. The
following tables are included in the message database:

e SCMonitoringConfig

This table stores upload configuration information sent from Microsoft Dynamics AX. You can
check this table to make sure that the upload configuration was sent for this instance of Synch
Service. This table is designed to have only one row.

e IncomingMessages

Field Description

PackageNo A sequential package number.

ServiceName The name of this instance of Synch Service.
MessagelD The description of the scheduler job.
SourceServiceName The source of the incoming messages.
ReceivedFile The location for incoming data package files.
ProcessedFile The location for outgoing data package files.
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Field Description

CancelledByUser If a scheduler job encounters an error during processing, set this flag to 1
to skip the remaining retries.

ConnectionString Connection string for the source.

Status To find out the meaning of a status, open the AOT in Microsoft Dynamics

AX, and locate the RetailConnSCMonIncomingMessages or
RetailConnSCMonOutgoingMessages table. Right-click the Status field,
and then click Add-Ins > Open new window > Open used enum.

e Received =0

e Processed =1

e Error=2

e Waiting = 4

e Nodata=5

e Pending forward = 7
e To forward = 8

e Forwarded =9

OutgoingMessages

Field Description

PackageNo A sequential package number.

ServiceName The name of this instance of Synch Service.

DestServiceName The name of the destination instance of Synch Service.

DestServerName The name of the server where the destination instance of Synch Service is
running.

ConnectionString The connection string for the destination.

Forwarder The name of the instance of Synch Service that will forward the data
package. By default, the forwarder name is the same as the service
name.

Status To find out the meaning of a status, open the AOT in Microsoft Dynamics

AX, and locate the RetailConnSCMonIncomingMessages or
RetailConnSCMonOutgoingMessages table. Right-click the Status field,
and then click Add-Ins > Open new window > Open used enum.

e Received =0

e Processed =1

e Error =2

e Waiting = 4

e Nodata=5

e Pending forward = 7

e To forward = 8
e Forwarded =9
TryCount The number of times the system has attempted to process the message.
RemotePkg The package number assigned by the destination instance of Synch
Service.
ErrorNo The error number, if an error occurred.
CancelledByUser If a scheduler job encounters an error during processing, set this flag to 1

to skip the remaining retries.
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Synch Service messages form in Microsoft Dynamics AX

Synch Service status and error messages can be viewed in the Commerce Data Exchange: Synch
Service messages form. (Click Retail > Inquiries > Commerce Data Exchange: Synch Service
messages.)

Note: You must configure an upload profile before the messages are available in Microsoft Dynamics
AX.

(54 Commerce Data Exchange: Synch Service messages (1) ===
Message detail  Cancel message  View message tree O @
4] Related messages: []  Stark dateftime: 12:00:00 arm End date/time: 5/13/2013 11:58:59 pm

Message GUID Job number Servdice name  Status Serser message Ertor nurnber  Dateftime = i
{4CF17603-DSB0-4CA8-0EFS-0DBF6CO23326]  P-000L AXI01IRZA Processed 82 record(s) affected i 4/20/2013 1
gg;gziz;iiﬁ\”izﬂ 4| Cammerce Data Bschange: Synch Service message tree (1] - Service name: AX2012R24, 377 E@ :ﬁgggﬁ 1
TSDBSTESF-E27A 48040865 0| (LG H® | nw 2
{4CF17603-D5B0-4CAR-9EF8-0) Name:  AX2012R2A 42042013 1

{4CF17603-DSB0-4CAG -GEF8-0) - S PR 4/20/2013 HE
{SDBSTESF-E27A- 4804-2865-0 1000 > |y B Lam0t 4/20/2013 1
{36AEB26A-1066-4TES-B0FA-5 42042013 [
{36AEBI6A- 1066-4TE-80FA-5 4 4/20/2013 0
{364EB26A-1066-4TED-80F A5 4/20/2013 [
{6DE19078-0B 88-4218-ATIE-A] q..? 442042013 0

{6DE19978-0B 88 4215-ATIE-A; 42042013 0
{A1C2B764-44E6-4CD5-AEAL- AX2012R2A 42042013 [
{A1C2BT64-44E6-4CD5-AEAL- 442042013 0
{D4540281-2CCE- 46FE-01C1-4 42042013 0
{D4540281-2CCE- 46FE-01C1-4 v 42042013 [
{6DE19078-0B 88-4218-ATIE-A] : 442042013 0
{A1C2B764-44E6-4CD5-AEAL- @ 42042013 0
{D4540281-2CCE- 46FE-91C 141 I — 4/20/2013 [
{0C1544DC-AD23-4AEC-AD 1D 31172013 1
{0C1544DC-AD23-4AEC-AD1D /1172013 1
{415404F9-1E32-4BEF -9ED2-94 ‘L L 3/11/2013 1
{41540AF9-1F32-4BEF -UED2-04 /1172013 1
{0C1544DC-AD23-4AEC-AD1D 3/11/2013 1
{0C1544DC-AD23-4AEC-AD1D Ne.m ‘ﬁ— 3/11/2013 1
{415404F9-1F32-4BEF -UED2-04 /1172013 1
{415404F9-1E32-4BEF -0ED2-04 3/11/2013 1

EB:213954E-BID3-4U63-A742-1 M« » [ B | Ao E| 1572013 '1 -

M « > bl ‘/‘| | ®] | View message tree on selected message family | Ao Close |

Troubleshooting with error codes

This section provides troubleshooting help for potential Synch Service communication issues.
Additional troubleshooting instructions can be found in the following documents:

e For information about troubleshooting location connections, see Troubleshoot a connection.

e For information about troubleshooting jobs in Retail Scheduler, see Configure and schedule retail
data distribution.

Error codes

When a communication issue occurs, an error is returned by Synch Service. You can view Synch
Service errors in the following three places in Microsoft Dynamics AX:

e When you are testing the connection for a distribution location, in the Infolog
e In the Scheduler job form (Click Retail > Setup > Retail scheduler > Scheduler job.)

¢ In the message database for each instance of Synch Service
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The following table lists the errors that are returned by Synch Service, together with the likely cause
of the error and suggestions for resolving it.

Error code Description Suggested resolution
0 Error on sending request Modify the location by specifying the
The distribution server for the location has distribution server for the location (Retail
not been specified in Retail Scheduler. scheduler > Common forms >
Locations).
4096 Error inserting in system tables Grant db_datareader and db_datawriter
Synch Service cannot write to the permissions for the message database to

incoming or outgoing message tables. The ~the SQL logon for the user that the Synch
tables might be missing, the user that the ~Service service runs as.

service is running as might not have

read/write permissions to the message

database, or required fields in the tables

might be wrong or missing.

4097 Remote connection dropped Restore the network connection. If the
The TCP/IP connection was terminated network connection is slow or overloaded,
while Synch Service was forwarding a consider increasing the TCP/IP time-out for
package, or the receiving Synch Service both Synch Service instances. This is done
instance was shut down during the in Synch Service Settings.
transfer.

4098 Canceled because of send and receive size Resend the package by running the Retail
The registered size of the package does Scheduler job again.

not match the actual size of the package.
This is most likely caused by a
transmission failure.

4099 Cannot find new packet number Confirm that the message database is
Synch Service could not assign a new confi_gured correctly, and _that th_e _Synch
package number to an incoming package. Service user has the required privileges.
This is usually caused by an incorrect
message database configuration in Synch
Service Settings for the receiving instance
of Synch Service.

4100 Cannot instance a socket Confirm that the TCP/IP protocol is installed

The operating system could not create a ~ and enabled on the computer. For more

Windows TCP/IP socket. TCP/IP might not ~ information about enabling TCP/IP, see

be installed or enabled on the computer. ~ Enable remote connections in SQL Server
and start the server” in “Deploy Microsoft
SQL Server” in the Deployment and
Installation Guide.

4102 HopCount has exceeded its maximum Verify the DNS registration of the server
value name or its entry in the Hosts files on all
A package cannot be transferred, because ~ computers involved.
the hop counter for the package has Confirm that the distribution server name
reached the maximum that was set in for the location (Retail scheduler > Setup
Synch Service Settings. > Channel integration > Commerce

This error can occur when a service name ~ Data Exchange: Synch Service profiles)
is incorrectly assigned to an IP address. It Matches the one in Synch Service Settings.
can also be caused by an inconsistency

between the distribution server name for a

location and the actual server name for

the instance of Synch Service.
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Error code Description Suggested resolution

8192 Error in processing request Check the event log for more information.
An unhandled exception occurred while Because this error happened at the
Synch Service was reading from or writing database level, it is likely that the database
to a database. This error is typically not has reported the cause of the error in the
related to the database connection. event log.

Check for an invalid or incorrect field
transfer setup in a subjob.

12288 An error occurred connecting to Synch Start the Synch Service service.

Service Confirm that the Synch Service service
The Data Client component of Microsoft name has an IP address associated with it.
Dynamics AX cannot connect to Synch This can be checked from a command
Service. This error occurs when the Synch  prompt by typing ping <Synch Service
Service service is not running, when the computer name>. If the service name
Data Client is trying to connect to a does not respond to a ping command, you
service that does not exist or does not must reconfigure your DNS server or Hosts
have a correct IP address associated with  file so that the service name is associated
it, or when the Data Client is trying to with the correct IP address.
connect to Synch Service on an invalid Verify that the port numbers match in
TCP/IP port. Synch Service Settings and in the Synch
Service profile.
Verify that IPsec (if enabled) or the firewall
is configured correctly. One way to verify
this is to connect to the Synch Service port
by using Telnet.

12289 The connection string was empty In Retail Scheduler, verify that the
The connection string for the location has ~ database profile is configured correctly.
not been provided.

12290 Could not log in Grant access to the Microsoft Dynamics AX
Synch Service does not have the user that is used by Synch Service at the
necessary permissions to log on to the head office.
specified company. Grant db_reader and db_writer permissions

for the POS database to the user that is
used by Synch Service at the store.

12291 Connection temporarily unavailable Wait until Synch Service has released one
All sessions (servers) that Synch Service of the sessions that it is using, or assign
is allowed to use are unavailable. more sessions to Synch Service in Synch

Service Settings.

12293 Cannot load plugin dll Uninstall and reinstall the plug-in to correct
In most cases when this error occurs, the ~ the registry setting.
plug-in has been registered, and the Remove the Synch Service server, and then
configuration is correct, but the path to add it again.
the plug-in .dll file is invalid, or the .dll file
is missing.

12294 Plugin version not supported Upgrade Synch Service to the same version
This version of the plug-in cannot be used ~ 2s the plug-in.
with this version of Synch Service. In Install the version of the plug-in that
most cases, the plug-in requires a newer matches the version of Synch Service.
version of Synch Service.

12295 Waiting for a previous package Take corrective action so that the package
A previous package belonging to the same IS Processed successfully.

JobID has not been processed Cancel the job.
successfully. Check the job status to
determine whether the job is waiting, or
whether there is an issue with the job.
54

IMPLEMENTATION GUIDE FOR COMMERCE DATA EXCHANGE



Error code Description Suggested resolution
12296 Error connecting to a database If the error occurs when Synch Service is
Synch Service cannot connect to the trying to generate a package, the )
database. connection string for the source database is
probably incorrect. Correct the database or
AOS profile configuration, and then test the
connection. If possible, test the connection
on the same computer that is running
Synch Service to confirm that all hosts and
services are configured correctly.
12305 Error while sending package information Retry the operation.
Check all connections.
12306 Error while transferring package Retry the operation.
A connection has failed, or the network is  Check all connections.
unstable.
16384 Error writing file Free some space on the disk.
Confirm that the process has the necessary
permissions to write to the disk.
16385 Error creating file Free some space on the disk.
Synch Service cannot write to the hard Confirm that the process has the necessary
disk. The disk might be full, Synch Service permissions to write to the disk.
might not have permissions to write to the  cgnfirm that the path to the working
work?ng d?rectory, or the p_a_th t_o the directory is correct.
working directory (as specified in Synch
Service Settings) might be incorrect.
16386 Error reading file Re-create the file by running the job again.

Synch Service was trying to read a file
that does not exist.

Troubleshoot common issues with data packages
A failed package blocks other packages from being processed.

When a package is not processed successfully, its blocked status can keep other packages from being
sent, even after you have resolved the cause of the error. To resume normal communications, remove
the messages related to the blocked package from the message database. On the originating
computer, in SQL Server Management Studio, expand the Databases folder, click the message
database, and then click New Query. In the query pane, type delete from dbo.IncomingMessages
where PackageNo="nnnn' (where nnnn is the ID number of the failed package), and then click
Execute. Any associated messages in the OutgoingMessages table are also deleted.

If Synch Service was configured to upload status messages to Microsoft Dynamics AX, the error
messages can be viewed in the Commerce Data Exchange: Synch Service messages form, which
is located at Retail > Inquiries > Commerce Data Exchange: Synch Service messages.

Note: You can cancel messages with errors to unblock other data packages.

Synch Service at the head office is unable to read results for a query packet.

If a job does not succeed, and no records are affected in the Retail store or POS database, follow
these steps to determine the reason for the failure.

1.
2.

Confirm that the request from Retail Scheduler reached the head office instance of Synch Service.

Confirm that the request packet, also referred to as an I file (<Synch Service service name>-
<sequential number>-I.tmp), was created by Synch Service. If the Keep Package Files check
box was selected in Synch Service Settings, this file is in the working directory.
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3. Verify that the entry in the incoming message table for this packet has no errors. If Synch Service
is unable to process a request, it does not generate a result packet, also referred to as an R file
(<Synch Service service name>-<sequential number>-R.tmp), which causes an error. The reason
for this could be that .NET Business Connector is not configured correctly. Run Setup for Microsoft
Dynamics AX 2012, and install only .NET Business Connector. When this installation is completed,
you are prompted for details about the AOS instance. Enter the required information, and then
restart the Synch Service computer.

.NET Business Connector is required on the head office communications server and on each
Microsoft Dynamics AX client computer.

Synch Service crashes while processing a large number of transactions.

The default thread time-out for Synch Service is 1,200 milliseconds, but this might not be sufficient
when a large number of transactions is being processed. If you are processing more than 200,000
transactions, and Synch Service crashes without synchronizing the data, try increasing the thread
time-out to, for example, 3,600 milliseconds.

When you run a distribution schedule, an error is displayed: “Connection profile or Synch
Service profile are not configured properly: N-1060.”

Select an AOS connection profile in the AOS connection profile list before you run a scheduler job.
Synch Service cannot connect to the database.

Make sure that you give enough database access privileges to the user account that is configured to
run Synch Service.

1. Click Start > Microsoft SQL Server 2008 R2 > SQL Server Management Studio.

2. Under Security > Logins, make sure that the account you use to run Synch Service is listed.
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Commerce Data Exchange: Real-time Service

Introduction and overview

Real-time Service provides Retail POS and Commerce Runtime with real-time access to Microsoft
Dynamics AX data for scenarios such as:

e Customer orders

e Sales orders and invoices

e Customer validation and creation
e Inventory lookup

e Cashier validation

e Credit vouchers

e Gift cards

e Loyalty programs

Commerce
Runtime

C. Real-time
t Service

Dynamics AX - Ee

Retail POS

Retail POS and Commerce Runtime can perform most operations without connectivity to Microsoft
Dynamics AX. However, for certain scenarios, both need to retrieve or update data directly in
Microsoft Dynamics AX.

Install and set up Real-time Service

Note: The installer only copies necessary files to the computer. You need to follow the instructions to
install and configure the service correctly.

Prerequisites for installing Real-time Service

e A Microsoft Windows Server operating system, or a Windows client operating system with Internet
Information Services (IIS), IIS Windows PowerShell snap-in, and Windows Process Activation
Service, is installed

e You have obtained an SSL certificate with data encryption capability. You can get the certificate
from a commercial certification authority (strongly recommended).

e The Real-time Service files are installed.

You should see the binaries installed at %ProgramFiles%\Microsoft Dynamics AX\6.2\Commerce
Data Exchange\Real-time Services\6.2.

e .NET Business connector is installed.

e A Microsoft Dynamics AX user account to run as is set up. The user must have the necessary
privileges in Microsoft Dynamics AX to perform all the retail tasks.
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Server certificate installation

To create and install the SSL certificate, follow the instructions of the certificate authority that
provides the certificate. In most cases, you will first create a certificate request in Internet Information
Services Manager. The request is sent to the certificate authority, which in turn issues the certificate.

&5 Internet Information Services (IS) Manager [E=nEeh (=)
@CJ [93 ) maoira » @ e-
File  ‘Wiew Help
Connections S . Actions
gg‘ Server Certificates
@ - =3 ’ Import.,
S Sart Page Use this feature to request and manage certificates that the Web server can use with Web sites configured for SSL. Create Certificate Request..
 {Si8G V2R3 A GONTIO SO mmah) - Cornplete Certificate Request.
-2 Application Paols Name Issued To Issued By Expiration Date Certfieate Hash E ik
> <[] Sites contoso-2X2012R2A-CA  contoso-AXZ012R24-CA 12/11/2017 12:06:4..  TDAS3A2CSY3CT Create Dor i
TSSenserCert TSDewCA_DO_MNOT_TRUST  12/31/2039 3:39:59.. 6B3B490FADA100, Create Self-Signed Cerificate...
Forefrontldentitybanager  Forefrontldentitybianager 12/31/2039 3:59:59,,,  3ABO1CEBTEFSE0; View...
UhSve-AX2012R2A M Sue-£X2012R2A 13/5/2022 103651, IEORILLIEFACE || 90
AUQ012R2A.contoso.com  contoso-AX2013R2A-CA 12/11/2013 12:17:4..  117159600BF1900° || _
@ Help
Online Help
o T v
[0 Features Views || 2 Content Yiew
Ready LE

Depending on the certificate authority, you will install the certificate through either using the
certificate request in Internet Information Services Manager or import the certificate from a pfx file
using the Microsoft Management Console.

1. Open the Microsoft Management Console with administrator privileges. (Click Start > mmc.exe,
right-click, and then click Run as Administrator.)

2. Click File > Add/Remove Snap-in, select Certificates, and then select Local Computer.

Add or Remove Snap-ins [ x]

*ou can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins, For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-n [ vendor [« [ Console Root Edit Extensions. ..
=" Ackivel Control Microsoft Car... gCertificates (Local Computer)
[Edauthorization Manager  Microsoft Cor. . Hemave
.Certiﬁcates Microsaft Cor...
& Component Services  Mirrosoft Cor... Mave Up
A, Computer Managem. .. Microsoft Cor,,. —

%Device Manager Micrasoft Car... — — Mawve Dawn,
L e |

=9 Disk Management Microsoft and...
QEvent Vigwer Microsaft Cor...
| Folder Microsoft Cor ..

_:Group Policy Object ... Microsoft Car...
PInkernet Information... Microsoft Cor ..
B1P Security Mot Microsoft Cor. .

'@IP Security Policy Ma.,. Microsoft Cor,., " g
= Linkto Weh Address  Microsoft Cor... =] L‘

Description:

The Certificates snap-in allaws you ko browse the contents of the certificate stores for yourself, a service, or a computer.

Ok Cancel
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You should see the certificate manager console.

B= InstallTransactionService - [Console Root'Certificates {Local Computer)'Personal) Certificates]

ile  Action View Favorites  Window Help
=] 5w 0l s T
| Consale Root Io_~ [ Issued B
oI TS5erverCert TEDewCA_DO_NOT_TRUST |
Sl JIRAN-VME MSITTRM
‘EZ]ZIHAN-YME. redmand. corp.microsoft .com CorpMAP CAS
- il zihan-yMé.redmond.corp.micresoft, com MSIT Enterprise CA 3
. Enterprise Trust
~| Intermediate Certification Authorities
~| Trusted Publishers

3. In the certificate manager console, right-click Personal, and then click All Tasks > Import. The
Certificate Import Wizard opens.

Certificate Import Wizard [x]

Welcome to the Certificate Tmport
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists From your disk ko a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used o protect data or ko establish secure network
connections. & certificate store is the system area where
certificates are kept.

To continue, click Mexk,

< Back. Cancel

4. Follow the Certificate Import Wizard to finish importing the certificate. Make sure that you import
the private key, which is needed for channel encryption.

5. Under Personal > Certificates, browse and locate the server certificate. Right-click the
certificate, and then click All Tasks > Manage private keys. The certificate security dialog box
opens.

. Permissions for TSServerCert private keys E
Security |

Group or user hames:
52, SYSTEM
&!.Adm\nlstlalors [YAMSHUF-MEN&dministratars)

Add...

Pemissions for Administrators Allaw Deny
Full contral ]
Read ju]
Special permissions O O

For special permissions or advanced settings, Advanced
click Advanced. =

Learn shout access contral snd permissiores

oK I Cancel | Appiy |
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6.
read access to the user.

B Permissions for TSServerCert private keys

Secuity |

[Group o user names:

In the certificate security dialog box, add the Real-time Service user account to the list, and give

B2, 5YSTEM

MES Adminstative account

82, Adrministrators [YAMSHUFAMBAAdministeators]

[MBSUser@miciosoft.com]

Add Bemove
Permissions for MBS
Adminstative account Allove Deny
Full contral [m} [m}
Fiead & [m]
Special permissions O O

For special permissions o advanced settings,

click Advanced.

Advanced

Learn shout access contral snd permissiores

Co ]

Cancel | Appiy

7. Under Personal > Certificates, browse and locate the server certificate. Double-click the
certificate to open the certificate properties dialog box.

8. On the Details tab, select Thumbprint.

Certificate [ =]

General  Detalls | Certfication Path |

show: [ <all> =
Fisld [ value [«]
|i]tssuer TSDewCh_DO_NOT_TRUST
I:lVaIid fram wednesday, March 21, 2012 ..,
|=lvalid ra Saturday, December 31, 2039,..
I:lsubject TSServerCert
[=lPublic key RSA (1024 Bits)

155 | utherity Key Identifier
I:lThumbprint algorithm

KeyID=fd 30 98 F9 A cl F2ed...

sh

Thumbprint

Eb 3b 49 df ad 61 00 a4 7e f6 23 cB =4 71
=5 67 bf 05 25 30

Ed\tF‘mpErtlEs.ul Copy toFile... |

Learn more about certificate details

The thumbprint is the 20-byte array that is displayed. Copy the value, removing all the spaces.
For example, the thumbprint for the certificate in the preceding screenshot is
6b3b49dfad6100a47ef623c8e471c567bf052530.

You need the thumbprint for the service installation.
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Install Real-time Service

1. Open a Windows PowerShell window with administrator privileges, and set the execution policy to
remote-signed (or unrestricted if you are using an unsigned script).

ndows Powershell
PS C:~» set—executionpolicy remotesigned

Execution Policy Change
The execution policy helps protect you from scripts that you do not trust.

Changing the execution policy might expose you to the security risks described
in the about_Execution_Policies help topic. Do you want to change the execution
policy?

[¥Y]1 Yez [N]1 Ho [5]1 Suspend [?] Help d(default iz "$¥'>: u

PS Civi

2. Change the directory to the sample deployment scripts folder.

This is the Sample Deployment Scripts folder under the Real-time Service binary folder, where you
can see a few Windows PowerShell scripts. For the default MSI install, the folder is
%ProgramFiles%\Microsoft Dynamics AX\6.2\Commerce Data Exchange\Real-time
Services\6.2\Sample Deployment Scripts.

3. Run Windows PowerShell scripts to install Real-time Service.

>./InstallCommerceDataExchangeRealtimeService.psl.

4. When you are prompted by the installation scripts, supply the following mandatory parameters.

Property Description

User account The domain\user for the domain account for Real-time Service.

Note: This account needs to be a Microsoft Dynamics AX account that has
sufficient privileges to perform all the necessary retail tasks.

Password The password for the domain account.
Service binary source folder The service binary folder, where the web.config and service files are
path located. For the default MSI install, this folder should be something like

%ProgramFiles%\Microsoft Dynamics AX\6.2\Commerce Data
Exchange\Real-time Services\6.2.

Server certificate thumbprint The thumbprint for the server certificate.

The installation scripts then install Real-time Service with all the required dependency
components. If the installation is completed successfully, you see output like the following.

& administrator: Windows PowerShell _[Of =]

— Remove existing application ...
Complete.

— Copy server hinaries and config files to the application directory [C:%ine

tpubsDynamicsAxRetail“CommercelDataExchangeRealtimeServicel ...

Complete.

— Create applicaiton [CommerceDataExchangeRealtimeServicel ...
Complete.

— Register ASP.NET version with IIS ...
Complete.

— Configure application to enabhle net.tcp binding ...
Complete .

Conf igure Commerce Data Exchange Real-time Service

— Set AOS server connection string [1 ...
GComplete.
GComplete.

— Set port sharing seruvice as automatic start ...

— Complete ...

PS C:“Program Files (x86>“Microsoft Dynamics AX“6.2-Commerce Data Exchange“-Real-|
time Services“Sample Deployment Scripts>
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5. In a browser, test the service installation by opening the link to the service:
http://localhost:9080/CommerceDataExchangeRealtimeService/service.svc. The Windows
Communication Foundation (WCF) metadata exchange Help page opens if the service has been
configured correctly.

¥ Service - Windows Internet Explorer

- I‘-,j—," hittp: filocathost: 3060 Commer ceDakaExchangeRealtime Service) servic ,Oj % 3| % 2 service X

Service

‘ﬂ

This is 3 Windows® Communication Foundation service.

Metadata publishing for this service is currently disabled.

If you have access to the service, you can enable metadata publishing by completing the following steps to modify your web or application configuration file:
1. Create the following service behavior configuration, or add the <serviceMetadata> element to an existing service behavior configuration:

<behaviora>
<gerviceBehaviors>
<behavior name="MyServiceTypeBehaviors™ >
<serviceMetadata httpGetEnabled="true" />
</behavior>
</serviceBehaviors>
</behaviors>

2. Add the behavior configuration to the service:

<service name="MyNamespace.MyServiceType" behaviorConfiguration="MySsrviceTypsBehaviors" >

Mote: the service name must match the configuration name for the service implementation.
3. Add the following endpoint to your service configuration:

<endpoint contract="IMetadataExchange"” binding="mexHttpBinding" address="mex" />

Mote: your service must have an http base address to add this endpaint. El

Uninstall Real-time Service
In the event that you need to uninstall Real-time Service, follow these steps.

1. Open a Windows PowerShell window with administrator privileges, and set the execution policy to
remote-signed (or unrestricted if you are using an unsigned script).

2. Change the directory to the sample deployment scripts folder.

This is the Sample Deployment Scripts folder under the Real-time Service binary folder, where you
can see a few Windows PowerShell scripts. For the default MSI install, the folder is
%ProgramFiles%\Microsoft Dynamics AX\6.2\Commerce Data Exchange\Real-time
Services\6.2\Sample Deployment Scripts.

3. Run Windows PowerShell scripts to uninstall Real-time Service.

>./UninstallCommerceDataExchangeRealtimeService.psl.

62

IMPLEMENTATION GUIDE FOR COMMERCE DATA EXCHANGE


http://localhost:9080/CommerceDataExchangeRealtimeService/service.svc

When the script prompts you for the service install folder, provide the path of the folder where the
web.config file is located. The default location is
%SystemDrive%%\inetpub\DynamicsAxRetail\CommerceDataExchangeRealtimeService.

& administrator: Windows PowerShell _[Of =]

PS C:“Program Files (xBG>“Microsoft Dynamics AXMG.2-Commerce Data Exchange\Real—l’
time Services“Sample Deployment Scripts?> .“UninstallCommercelataExchangeRealtime
Service.psl

cmdlet UninstallCommerceDataExchangeRealtimeService.psl at command pipeline
position 1

Supply values for the following parameters:

Se:_'uicelnstallFolder: C:ndnetpubMsDynamicsAxRetail~CommerceDataExchangeRealtimefe
ruice

Pre-reguiszite check

— Check if this iz run under admin privilege ...
Yes.

— Check if Server Manager iz availabhle ...
Yes.

— Import server manager module ...
Complete.

— Check if IIS is installed ...

Yes.

Configure Real Time Service

Configure a Real-time Service profile in Microsoft Dynamics AX

The Real-time Service profile contains all the information that the clients need to connect to the
server. The service profile can be configured in Microsoft Dynamics AX.

The user interface to configure the Real-time Service is located at Retail > Setup > Retail
scheduler > Channel integration > Real-time Service profiles.

-4 Commerce Dats Exchange: Real-time Service profile (1) =2 E=R ==
Fil: ~ Mew 2% Delete O @

Profile + Description | profile 188

Description: 1BE

4 Connection -
Real-time Service location Connection information
Server: AX2012RZA Common narme: TSServerCert
Part: 208 Passphrase: sssssssssessses E
Protocal: nettep v Language: en-us =
Web application narne: ComrerceDatabxchangeRe:  Real-time Service version: a3 2012 R2 -
- — D 4 Settings |
Real-time Service profile ID Close ‘

The following table describes the fields that are available.

Field Description

Server The server host name

Port The port to use for communication. For net.tcp, the default port is 808.
For http, the default port is 9081.

Protocol The communication protocol. By default, it is net.tcp, but we also support
https.

Note: To use https, you need to change the server configuration. For
details, see the Configure Real-Time Service settings section.
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Field Description

Web application name The web application name for Real-time Service. If you are using the
default install script to install the service, the web application name
should be CommerceDataExchangeRealTimeService.

Common name The server certificate common name. You can find this at Start >
mmc.exe > Personal > Certificates, in the Issued To column.

Passphrase The passphrase that is used for Microsoft Dynamics AX to verify that a
POS terminal is a valid terminal.

Language The language used to return error message from Real-time Service.

Real-time Service version The Real-time Service version to use. Use the default (Microsoft Dynamics

AX 2012 R2) unless you are working with N-1 support.

Configure Real-time Service settings

The Real-time Service server settings can be modified by changing the web.config file. This is a
standard WCF configuration file. You can find the file at
%SYSTEMDRIVE%\inetpub\DynamicsAxRetail\CommerceDataExchangeRealtimeService\Web.config.

Change the logging level

The logging level is controlled by using the <system.diagnostics> element. The default logging level is
set to Warning for the trace log and Error for the event log. However, you can change these to
Information if you need more extensive logging. By default, the trace log is located at
C:\Windows\Temp\RetailLogs\w3wp.exe.xml.

<system.diagnostics>
<sources>
<!-- this registers the listener with traces from a specific source -->
<source name="RetailNetTracer" switchValue="Warning">
<listeners>
<add name="RollingXmlWriterTraceListener" />
</listeners>
</source>
<source name="RetailNetTracerEventLog" switchValue="Error">
<listeners>
<add name="EventLogTracelistener" />
</listeners>
</source>

</sources>

</system.diagnostics>

There are two listeners in the preceding configuration: the Windows event log and the log file. To read
the contents of the log file, you need to use Service Trace Viewer. To start Service Trace Viewer, click
Start, and then search for Service Trace Viewer. Alternatively, you can start it from C:\Program Files

(x86)\Microsoft SDKs\Windows\v7.0A\Bin\NETFX 4.0 Tools\SvcTraceViewer.exe.

The log file for Real-time Service is located at C:\Windows\Temp\RetailLogs, and the file name is
typically w3wp.exe_00.xml.

Change the binding configuration

The default binding for Real-time Service is netTcpBinding. WSHttp is also supported for https
connections. You can change the binding.

<services>

<service behaviorConfiguration="ReleaseBehavior"
name="Microsoft.Dynamics.Retail.TransactionServices.TransactionService">
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<endpoint address="Common" binding="netTcpBinding"
bindingConfiguration="StreamedTCPBinding" name="Common"

contract="Microsoft.Dynamics.Retail.TransactionServices.Contracts.ITransactionService" />

</service>

</services>

Note: If you need to change the binding configuration from Net.Tcp to WSHttp, use the binding
configuration provided in the config file, and update the Real-time Service profile in Microsoft

Dynamics AX. This ensures that the client and server can work together.

Configure Real-time Service for POS

After you have created a Real-time Service profile, go to the POS register, and configure the Real-time

Service profile to be used for that register.

i 4 Microsoft Dynamics AX - Demo [RRS-R-HO004-VIHO8: Session - P =] 3 | I
| @\_/" » DAT b Retal » Common b Retaichannels b Retail stores E
i =
| Store Setup. PO
1 - — — _I
| @ Y ~ Editin grid ¥y |} $. a2 @ fai
: # % Delete ey 3 | : 5 EH o

Retail Edit View View channel Price  Price  Refresh Export to Attachments

store assortments  products  groups  list Microsoft Excel

New Maintain Tnventory Pricing List Attachments L

< g
4 Favories :I Retail stores - Registers B ~
— — = Register umber | Name
2| Hum. | fee o e ‘sm’e e, |a| | ’?‘ -E"-B = 0001 | Default termir
™| store number | Mame Channel ~| Toooz2 The POS by t
fﬁ? Home

= 50002 ¥ POS registers (1) - Register number: 0001, Default terminal o [m] 1]
i, Acco. 50003 Register O @
.;15: Acco... 50004 / 7 Delete 4, L Fields | Top receipt text 0

50005 £ ¢ I
= L Copy a
m% Gene... ||| 50008 Edit Register : Attachments
* L Bottom receipt text
L 50007 &
Gy Dudg. || Maintain New Copy Attachments
@ . : o
ﬁ‘a“ Cost... || 50001: Ste 0001: Default terminal Profiles &

[ Statementmei 4 General a| Hardware profile:
= Functionaiityp  Identification Receipts visual profile:
B G 3| curenor Register number: oo Rexsipt sehp oo [l [ S e M BT
| Description Receipt bar code: Display @
—|_— Name: Default terminal Statement
— Placement: Aegister state N
Reference field in a different Sgisterstatement:
Store Statement method:
Reference: 50001
Cash and bank managemer EFT
Profiles Reference:
W8 o o E as PO Hardwere profil: DEMO EFT POS register numb
————————————— DEl Visual profile: TOUCHDEMO
Real-time Service profile: DEMOL Logon/Logoff

After you have selected a Real-time Service profile, run the Synch Service job A-1090 Registers.
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Real-time Service customization guide

In addition to the default functionality that is delivered with the product, Real-time Service also lets
customers and partners extend its functionality by adding extension methods. These methods can be
invoked from the client side to perform any custom business logic.

Note: For the extension methods to work, Real-time Service must be installed and configured
correctly. For more information, see the Install and set up Real-time Service section.

This section describes how to add extension methods in Microsoft Dynamics AX, and how to consume
the extension methods from a Commerce Runtime client.

Add extension methods in Microsoft Dynamics AX
Prerequisites

e An installation of Microsoft Dynamics AX 2012 R2
e A Developer license for Microsoft Dynamics AX 2012 R2

Adding extension methods in Microsoft Dynamics AX is straightforward. You just need to add a new
method in the RetailTransactionServiceEx class in the AOT. There are a few requirements for this
method so that it can be invoked through Real-time Service:

e The method must be a public static method.

e The return type must be a container of length 2 or longer. The first two elements are reserved for
a Boolean that indicates success or failure of the method call, and a string that can be used for
comment or error message. The other items in the returned container can be of any type,
including nested containers.

e The parameters for the method must be of primitive types in Microsoft Dynamics AX. Only the
following types are supported because of limitations in.NET Business Connector.

boolean System.Boolean

date System.DateTime

int System.Int32

int64 System.Int64

str System.String

guid System.Guid

Real System.Single or System.Double

Example customization of Real-time Service

For this example, we want to add a method that accepts a customer account humber and then returns
a greeting message that uses the customer’s name. For example, for customer Sandy, whose account
number is 1001, the method would return “Hello Sandy!”

The implementation in Microsoft Dynamics AX involves adding the following method in the
RetailTransactionServiceEx class:

public static container Hello (AccountNum accountNumber)
{

CustTable custTable;

DirPartyTable dirPartyTable;

container result = [false, ''];
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http://msdn.microsoft.com/en-US/library/cc584291(v=ax.50).aspx#SysBool1b
http://msdn.microsoft.com/en-US/library/cc584291(v=ax.50).aspx#SysDttm1d
http://msdn.microsoft.com/en-US/library/cc584291(v=ax.50).aspx#SysInt2
http://msdn.microsoft.com/en-US/library/cc584291(v=ax.50).aspx#SysInt646
http://msdn.microsoft.com/en-US/library/cc584291(v=ax.50).aspx#SysStr3
http://msdn.microsoft.com/en-US/library/cc584291(v=ax.50).aspx#SysGuid4
http://msdn.microsoft.com/en-US/library/cc584291(v=ax.50).aspx#SysSingDoub5

if (accountNumber)

{
select firstOnly Name from dirPartyTable
exists join custTable
where custTable.accountNum == accountNumber

&& dirPartyTable.RecId == CustTable.Party;

if (dirPartyTable)
{

result = [true, 'Success!', strFmt("Hello %1 !", dirPartyTable.Name)];
}
else
{
result = [false, 'Customer not found'];
}
}
else
{
result = [false, 'accountNumber is null.'];

return result;

Calling extension methods from a POS client

Consuming the Real-time Service extension methods from a POS or Commerce Runtime client is also
straightforward. It is similar to consuming the ordinary Real-time Service methods. The only
difference is that, instead of calling InvokeMethod, we need to call InvokeExtensionMethod.

The following example calls the Hello methods that we used as an example in the previous section:

public void HelloCustomer (string accountNumber)
{

try

{

var response =
this.CommerceRuntime.TransactionService.InvokeExtensionMethod ("Hello", "2014");

if (response.Count == 1)

{

Console.WritelLine (response[0] as string);

}

catch (CommunicationException ex)

{

Console.WriteLine ("Request failed: {0}", ex.Message);

}

Note: The response successful and comments have been abstracted away. If the request fails (false
on the first container results), the service client throws a communication exception. Only the
additional response data is returned.

Debugging Real-time Service

If you use Microsoft Visual Studio to develop your own functionality that calls into Microsoft Dynamics
AX through Retail-time Service, you can set up end-to-end debugging by following these steps to
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ensure that you can break into your X++ code. Because Real-time Service is built on top of WCF,
Microsoft Dynamics AX requires special handling for triggering the X++ debugger when calls come in

through WCF.
1.

Start the Microsoft Dynamics AX 2012 Configuration utility.

y = Local Security Policy
- & Microsoft Dynamics AX 2012 Configuration

X Microsoft Dynamics AX 2012 Management Shell
Microsoft Dynamics AX 2012 Server Configuration

y

~d
Bill Zhu (%) Performance Monitor

=, Security Configuration Wizard
Documents =, Server Manager

‘.. Services
Computer 54| Share and Storage Management
Network '3® Storage Explorer

System Configuration
Control Panel () Taskschecer

ﬂ Windows Firewall with Advanced Security
Devices and Printers. (3] Windows Memory Diagnostic

Administrative Tools

3 windows Powershell Modules
D i windows Server Backup

2. Select Local client, and then click Manage > Create configuration.

4 Microsoft Dynamics AX Configuration Utility

Active configuration store:

[Registry]
[Local dient

Configuration Target:

Configuration

General | connection | Developer | Performance |

IOrig\na\ (installed configuration)

1HIE E3

Open configuration file...
Close configuration file

Save configuration file

— Settings

Log directory:
Partition:

Company:

[eeUSERPROFILE %% WicrosoftiDynamics Axog\

Command to run at
application startup:

Configuration command to
run at kernel startup:

Startup message:

—
—

I

I

I

3. Name the client configuration.

Save configuration as fil...

Import configuration from file...
Export configuration to file...
Export all...

Create configuration. ..
Delete configuration

Rename configuration...

Set Configuration Store

A Microsoft Dynamics AX Configuration Utility

=] [

Active configuration store:  [[Regisiry]
Configuration Target: [Local dient |
Configuration [original (nstalled configuration)

General | Connection | Developer | Performance |

—Settings

o

Log directory:
Partition:
Company:

Command to run at
application startup:
Configuration command to
run at kernel startup:

Startup message:
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[esERPROFILE % WicrosoftiDynamics Ax\Log)

[
I, Configuration name:
Copy configuration from:
[ & Active configuration
I' " Original configuration
OK I

Cancel Help

o |
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5 [ B

Active configuration store: I[REgls(I',‘]
Configuration Target: IL“EI client =
Configuration

[pebugcient

General | Cornection Developer | performance

—Settings

j Manage » I

‘ [¥ Enable user breakpoints to debug code in the Business Connector

™ Enable glabal breakpoints to debug code running in the Business Connector or dient

Application object layer to open: sys -

Development license code:

Confirm license code:

5. Select Business Connector (non-interactive use only).

¢ Microsoft Dynamics AX Configuration Utility

[_[CIx]

Active configuration store: I[RqustI',']
Configuration Target: ILDCEI client ﬂ
Configuration

General | Connection Developer | performance

[ Settings

¥ Enable user breakpoints to debug code in the Business Connector

I™ Enable global breakpoints to debug code running in the Business Connector or dient

Application object layer to open: sys

Development license code:

Confirm license code:

6. Click Manage > Create configuration.

A# Microsoft Dynamics AX Configuration U

Active configuration store: |[Registrv]

Configuration Target: ‘ [Business Connector (non-nteractive use only) ‘

Configuration

IOrig\na\ (installed configuration)

General | Connection Developer | performance |

—Settings

I™| Enable user breakpoints to debug code in the Business Connector

I~ Enable global breakpaints to debug code running in the Business Connector or dient

Application object layer to open:

Development license code:

Confirm license code:

4. Select the Enable user breakpoints to debug code in the Business Connector check box.
You can leave the license code fields blank.
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7. Name the Business Connector configuration. You will need to find this name in the registry later.

Av; Microsoft Dynamics AX Configuration Utility

Active configuration store: I[REglsﬁy]
Configuration Target: [Business Connector (nan-nteractive use only) |
Configuration

IOnginaI (installed configuration) j

General | Connection Developer | performance |
(—Settings

I=| Enable user breakpaints ta debug code in the Business Connector

I=| Enable global breakpoints to ot —odo creion - ioe
Create Configuration

Application object layer to open:  Configuration name: DebugBChet]

Copy configuration from:
¥ Active configuration

" Original configuration

oK | Cancel Help

e P P s

Development license code:

Confirm license code:

8. Select the Enable user breakpoints to debug code in the Business Connector check box.
Again, you can leave the license code fields blank.

A4 Microsoft Dynamics AX Configuration Utility

[ [CTx]
Active configuration store: I[Rag\stry]
Confiquration Target: [Business Connector fron-interactive use only) 2|
Configuration [Debugacret

ﬂ Manage »

"General | Connecton Developer |Parformanoe |
—Settings

‘ ¥ Enable user breaknoints to debug code in the Business Connectar |
™ Enable global breakpoints to debug code running in the Business Connector or dient

Application object layer to open: sys -

Development license code:

Confirm license code:

9. Open Registry Editor by running the command regedit.exe.
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10. Locate the
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Dynamics\6.0\Configuration\ConfigNa
me key, where ConfigName is the name that you gave the Business Connector configuration.

#" Registry Editor

Fle Edit View Favorites Help
=78 Computer
[ HKEY_CLASSES_ROOT
[ HKEY_CURRENT _USER.
G- HKEY_LOCAL_MACHINE
~ |, BCDO000D00O
COMPOMNENTS
HARDWARE
SAM
~ | SECURITY
=+ |y SOFTWARE
ATI Technologies
Classes
Clients
Description
Macromedia
Microsoft
NETFramework
Active Setup
ADs
Advanced INF Setup
ALG
ASP.NET
Assistance
BestPractices
BidInterface
ccM
CCMSetup
COoM3
Command Processar
Cryptography
CTF
DataAccess
DataFactory
DevDiv
OFs
DirectDraw
DirectInput
DirectPlays
DirectPlayNATHelp
DirectShow
----- DirectX
E- | dot3sve

PEEEE

----- Driver Signing
..... DRM
DXP

- |, Dynamics
B 6.0
= ). Configuration
DebugBCNet:;
Original (installed configuration)

11. Create a new string value with the name debug_across_os_session and a value of 1.

-] Dynamics absqlformiterals REG_S7
it
Bl ). Configuration
Velom rome
. Original {installed configuration) |debug,amss,ns,semnn
| Setup
EnterpriseCer ificates Value data:
EventSystem i
Feeds
Function Discovery
Fusion
Group Policy b} xppdebug REG 52
:'Erlrime\n -l {88 debug_across_os_session  REG_SZ

12. Reset IIS by typing the command c:>\iisreset.

13. If the X++ method is marked as a server method, you also need to configure AOS server
debugging. Set breakpoints in the Microsoft Dynamics AX X++ code, typically in the
RetailTransactionService class. You should now be able to break into the X++ debugger.
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Troubleshoot Real-time Service

Issue

You receive a failure message when you try to use a POS terminal to issue gift cards or query
customer orders. You drag the POS log (in %temp%\RetailLogs) into Service Trace Viewer (click
Start, and then search for Service Trace Viewer) to see what happened. The error message says
“Communication object cannot be found.”

Solution

Make sure that you import the certificate into the Personal folder, not the Trusted Root Certification
Authorities folder, on the POS computer, as shown in the following screenshot.

= ImportPOSCA - [Console Root',Certificates (Local Computer), Trusted Root Certification Autharities' Certificates]

Ele Acion View Favorites Window Help

I GIENEEI =

~| Console Root Issued To_ [ Issued &
= [l Certficates (Lacal Computer) [ verisign Commercial Software Publishers CA  VeriSign Commercial Software Publis...
| Persanal || TSDevCA_DO_MOT_TRUST TSDevCA_DG_MOT_TRUST

=1 [ |[Trusted Root Certification Atharities | T TTFawe Trestanpng Ch Thamte Tmestamping CA

geation List [S] Thawte Premium Server CA Thawte Premium Server CA

[SINO LIABILITY ACCEPTED, ()37 VeriSign, Inc.  NO LIABILITY ACCEPTED, ()97 Verl...
“ Intermediate Certication Authorit lmst Tem Root MSIT TPM Raot
&
= Trasted ol Siliicrasct Raot Certificate Authority Microsoft Raot Certificate Authority
| Trusted Publishers M * Root Certfic: Microsoft Roak Certic
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N-1 setup and configuration

The N-1 feature is a set of Microsoft Dynamics AX 2012 R2 functionalities that supports previous
versions of POS clients. Database schemas differ between versions of the POS store database.
Microsoft Dynamics AX 2012 R2 provides framework support and data transformation, so that
Microsoft Dynamics AX 2009 R2 works with the POS database from Microsoft Dynamics AX 2012
Feature Pack.

N-1 also enables customizations and extensions by partners and customers to work with their own set
of tables.

To use the N-1 support feature, you need to have the following items:
e A Retail system that has been upgraded to Microsoft Dynamics AX 2012 R2.
e Stores and registers that use POS clients from the previous version (N-1) of Retail.

e The version of Microsoft Dynamics for Retail Store Connect that is used by the previous version of
POS.

e Real-time Service 5.1. This is a modified version of Microsoft Dynamics for Retail Transaction
Service that enables Microsoft Dynamics AX 2012 R2 to continue to accept calls from stores that
use previous versions.

e Microsoft Dynamics AX 2012 R2 Synch Service
The following items are not required:

e The previous version of Retail Transaction Service
e The previous version of Retail Store Connect

e The previous version of Microsoft Dynamics AX

Example
The example in this section is based on the following assumptions:

e You have a Retail system on Microsoft Dynamics AX 2009 that has one store (S0001) with one
terminal (T001).

e The distribution location of the terminal is TOO1.
e Database profile TestDB5Profile is pointing to the database that is being used by this terminal.

e The Retail Store Connect profile name that is used by this store is TestStoreConnect5Profile, and it
is assigned to TestDB5Profile.

e The Retail Transaction Service profile assigned to this terminal is TestTS5Profile.

e The AOS profile name used in the scenario is TestAOSProfile.

Goal

After the Microsoft Dynamics AX upgrade is completed, you can still use the older version of the
software in the store without change, and you can also work with the upgraded Microsoft Dynamics AX
2012 R2 Retail system.

Set up and configure N-1 support

The following steps are required to set up and configure N-1 support, so that Microsoft Dynamics AX
2012 R2 Retail can work with older version stores.

1. After the upgrade is completed, generate the seed data that is required for N-1 operations. This
process creates the scheduler jobs and the logic required to support N-1 operations.

a. Open the AOT.
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b. Select the RetailConnSeedDataGeneratorAX5 class (if the system is upgraded from
Microsoft Dynamics AX 2009) or the RetailConnSeedDataGeneratorAX61 class (if the
system is upgraded from Microsoft Dynamics AX 2012 Feature Pack).

c. Right-click the class, and then click Open.

Scheduler jobs that are created by the RetailConnSeedDataGeneratorAX5 class are
suffixed with _AX5. Scheduler jobs that are created by the
RetailConnSeedDataGeneratorAX61 class are suffixed with _AX61.

2. Set the schema type for the distribution location of this terminal to AX 2009 POS. This lets the
system determine that we are dealing with an N-1 version system.

3. If there is no existing distribution location list, create a new distribution location list, and add
distribution location TOO01 to it. For this example, the new distribution location list is named
DefaultIncludelist.

4. Open the Distribution schedule form, and configure the new scheduler jobs that were created
when you ran the class.

a. Select each N-1 scheduler job. In this example, these are the jobs suffixed with _AXS5.
b. Set the AOS profile to the current AOS profile that you are using.
c. Set the distribution location list to DefaultIncludelList.

5. Create a new Synch Service profile. For this example, the name of the new profile is
StoreConnectv62Profile.

6. Open the AOS profiles that you are currently using, and set the Synch Service profile to the one
that you created in the previous step.

Note: The database profile TestDB5Profile that is pointing to the N-1 (older) version store
database should still be using the N-1 (older) version Retail Store Connect service. Make sure that
the Synch Service profile on the TestDB5Profile database profile is set to
TestStoreConnect5Profile.

7. In Microsoft Dynamics AX 2012 R2, the Real-time Service profile has a field called Retail schema
type. By default, after upgrade, the schema type of all Real-time Service profiles is set to the
schema type AX 2012 R2 POS. For N-1 support, the Real-time Service profile that is used by N-1
(older) version stores and terminals should have the Retail schema type set to AX 2009 POS.
Therefore, in this example, make sure that the schema type of the Real-time Service profile
TestTS5Profile is set to AX 2009 POS. Set the server name to the name of the server on which
Real-time Service 5.1 is installed.

8. Go to the server on which you installed Real-time Service 5.1, and start the service. By default, it
is disabled after setup is completed.

After the preceding steps are completed, you can send and receive data from the N-1 (older) version
store by running the scheduler jobs that were created for N-1.

Note: In our scenario, the scheduler job is assigned to a distribution list that only contains distribution
locations that point to an older version store (locations with schema type AX 2009 POS). If the
distribution location list that is assigned to the scheduler job contains a mix of distribution locations
that have different schema types, the scheduler job only acts on locations with a schema type that
matches the schema type of the scheduler job.

Provided that the N-1 feature is being used, the upgrade model and the SysDeleteObjects
configuration key should not be disabled. Disabling these keys removes all code and data that are
used by the N-1 feature.
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Microsoft Dynamics is a line of integrated, adaptable business management solutions that enables you and your
people to make business decisions with greater confidence. Microsoft Dynamics works like and with familiar
Microsoft software, automating and streamlining financial, customer relationship and supply chain processes in a
way that helps you drive business success.

U.S. and Canada Toll Free 1-888-477-7989
Worldwide +1-701-281-6500
www.microsoft.com/dynamics

The information contained in this document represents the current view of Microsoft Corporation on the issues discussed as of the
date of publication. Because Microsoft must respond to changing market conditions, it should not be interpreted to be a
commitment on the part of Microsoft, and Microsoft cannot guarantee the accuracy of any information presented after the date of
publication.

This white paper is for informational purposes only. Microsoft makes no warranties, express or implied, in this document.

Complying with all applicable copyright laws is the responsibility of the user. Without limiting the rights under copyright, no part of
this document may be reproduced, stored in, or introduced into a retrieval system, or transmitted in any form or by any means
(electronic, mechanical, photocopying, recording, or otherwise), or for any purpose, without the express written permission of
Microsoft Corporation.

Microsoft may have patents, patent applications, trademarks, copyrights, or other intellectual property rights covering subject
matter in this document. Except as expressly provided in any written license agreement from Microsoft, the furnishing of this
document does not give you any license to these patents, trademarks, copyrights, or other intellectual property.

© 2013 Microsoft Corporation. All rights reserved.

The example companies, organizations, products, domain names, e-mail addresses, logos, people, places, and events depicted
herein are fictitious. No association with any real company, organization, product, domain name, e-mail address, logo, person,
place, or event is intended or should be inferred.

Microsoft, Microsoft Dynamics, the Microsoft Dynamics logo, MSDN, SharePoint, SQL Server, Visual Studio, Windows, Windows
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